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1. Uvod

S trenutnom razinom tehnolo$kog razvoja, rijetke su kompanije i organizacije koje za
potrebe svojeg poslovanja ne koriste racunala. Kako bi bilo jednostavnije omoguciti
komunikaciju medu racunalima unutar kompanije, inZenjeri pojedina racunala
obuhvacaju u mreze racunala te na njima pokrec¢u informacijski sustav ili sustave koje
odredenja kompanije koristi.

Svaki informacijski sustav, pa tako i mreza ra¢unala, mora biti osiguran na neki
nacin. Ukoliko mreza nije osigurana, moguci su vanjski utjecaji na mrezu, krade
podataka ili Cak pokretanje zlocudnih programa na ra¢unalima unutar mreze.

2018. godine, stupila je na snagu Opca uredba o zastiti podataka kojom
Europska Unija nastoji potaknuti sve kompanije na osiguravanje informacijskih sustava
koji obraduju podatke stanovnika Europske Unije.

Sigurnost mreze raCunala klju¢an je dio svake kompanije ili organizacije koja
koristi racunala u svojem poslovanju, ali prije uvodenja Opce uredbe o zastiti podataka
kompanije koje su se brinule o sigurnosti bile su rijetke. Nakon $to je Opca uredba
stupila na snagu, mnoge kompanije su pocele sa ubrzanim poboljSavanjem sigurnosti
svojeg sustava.

Za upravljanje sigurnoS¢u informacijskih sustava i mreza raCunala postoje
strucnjaci koji organiziraju mrezu raCunala te nad njom postavljaju odredeni nacin
osiguravanja te mreze.

MreZu se moZe osigurati na viSe nacCina kojima se moZe regulirati koje vrste
prometa imaju pravo pristupa racunalu ili mrezi racunala, a koje to pravo nemaiju.

Ovaj rad obuhvaca proces stvaranja virtualne mreze raCunala te pracenje

prometa nad tom mrezom bez zastite i sa zastitom.



2. Pokretanje virtualne mreze racunala

U realnom poslovnom okruzenju, racunala su uglavnom fizicka te su povezana
u mreze fiziCkih raunala. Za svrhe ovog zavrSnog rada, pokrenuta je virtualna mreza
racunala.

Kako bi bilo moguce pokrenuti virtualnu mrezu racunala, potrebno je razumjeti
Sto su virtualna raCunala i na koji nacin rade. Virtualno raunalo je racunalo Cije su
komponente softverom odredene kao dijelovi fizickih komponenti raCunala koje
pokrece virtualno racunalo, tako zvano host racunalo. Kako bi se na fizickom racunalu
moglo pokretati jedno ili vise virtualnih racunala, potrebno je na host racunalu instalirati
I pokrenuti softver hypervisor.

Virtualizacija racunala radi tako da hypervisor pokrene samostalne, izolirane
kopije realnog hardvera koji iskoriStavaju odredene resurse realnog, odnosno host,

racunala te pokrece operacijski sustav unutar te izolirane kopije kao $to je prikazano

EInE Illll leg

Hypervisor

na slici 1.

VM

Host 05

server

Slika 1. Nacin virtualizacije na raCunalu.

Trenutno postoje dva tipa hypervisora, hypervisori prvog tipa pokre¢u se na
hardveru racunala, dok se hypervisori drugog tipa pokrecu na operacijskom sustavu
host raCunala.

Neki od naj¢esce koristenih hypervisora tipa 2 su VMWare Workstation Player,
VMWare Workstation Pro i VirtualBox. Dok su VMWare Workstation Player i VirtualBox
besplatni, VMWare Workstation Pro je komercijalan. U nastavku ovog rada koristen je

VirtualBox u svrhu svih potreba virtualizacije.



2.1 Stvaranje podmreze

Kako bi mreza koriStena bila privatna, odnosno odvojena od samog host
raCunala i vanjske mreze, potrebno je definirati podmreZu (eng. subnet). lako se
raCunanje raspona podmreza moZze izracunati ru¢no, postoje alati za raCunanje
raspona podmreza i definiranje maske te mreze.

Svaka privatna mreza se spaja na router kako bi mogla pristupiti drugim
mrezama tako da adresa te mreze moze biti proizvoljno odabrana. U ovome radu,
adresa koriStena za mrezu je 10.20.10.0, s maskom 255.255.255.240, skraceno
10.20.10.0/28. Maska mreze predstavlja koliko uredaja se moze spojiti u tu mrezu. Na
slici 2 je prikazan skup podataka koji se dobiju koristenjem Subnet Caculator alata sa
zadanom mrezom 10.20.10.0/28.

IPv4 Subnet Calculator

IP Address: 1020.10.0

Network Address: 10.20.10.0

Usable Host IP Range: |10.20.10.1 - 10.20.10.14

Broadcast Address: 10.20.10.15

Total Number of Hosts: |18

Number of Usable Hosts:| 14

Subnet Mask 255.255.255 240

Wildcard Mask: 0.0.0.15

Binary Subnet Mask: 11111111.11111111.11111111.11110000
IP Class: C

CIDR Notation: 128

IP Type: Private

Short: 10.20.10.0 /28

Binary ID: 00001010000101000000101000000000
Integer ID: 169085440

Hex ID: Oxa140a00

in-addr arpa 0.10.20 10 in-addr arpa

IPv4 Mapped Address ffff:0a14.0a00

6tod Prefix: 2002-0a14 0a00-:/48

Slika 2. I1zraCun podataka o podmreZi koridtenjem

kalkulatora za izraCun podmreza

S ovako odredenom podmrezom, moguce je osigurati da ¢e raCunala spojena
na nju imati samo jednu toCku pristupa. Ta toCka pristupa je router spojen na mrezu te
se zbog takve konvencionalnosti router jo§ naziva i pristupnik (eng. gateway).
Konvencija rada s podmrezama je dodjela prve adrese u rasponu pristupniku, a ta
adresa u ovoj mrezi je 10.20.10.1. Koridtenje ovog pravila osigurava da ¢e svaki
inZenjer mreza raCunala moci na svakoj mrezi jednostavno pronaci pristupnik.

2.2 Topologija mreze
Prilikom definiranja mrezZe, preporuca se skiciranje mreze kako bi se prilikom

definiranja sucelja raCunala i spajanja racunala na mrezu izbjegle nedoumice. Jedan



od jednostavnijih naCina za stvaranje skice mreze je koriStenjem GNS3 simulatora
mreza. Na slici 3 je prikazana skica mreze stvorene u ovome radu.

VPC1
E:.
10.20.10.5 Private Network: Public Network:
10.20.10.0/28 192.168.0.0/ 24
VPC2 Internet

a Router
\&mtc_h’ .
PCS _’"_,_I -
= "

Private Network IP: 10.20.10.1 (static)
Public Network IP: 192.168.0.15 (DHCP)

10.20.10.6

VPC3

veCs)|

10.20.10.7
Slika 3. Skica mreze racunala stvorene u ovom radu.

Mreza pokrenuta za svrhu ovog rada sastoji se od tri virtualna raCunala koja se
nalaze na privatnoj mrezi s virtualnim routerom. Virtualni router omogucuje
komunikaciju izmedu virtualne mreze racunala i vanjske mrezZe, odnosno interneta.

Pokrenuta mrezZa ima jednu razliku u odnosu na skicu, a to je Switch uredaj,
odnosno preklopnik (eng. switch). Kako su virtualna raCunala pokretana koristenjem
hypervizora VirtualBox, nije bilo potrebno stvoriti virtualni switch jer definirane privatne

mreze unutar VirtualBoxa automatski vrSe posao preklopnika.

2.3 Pokretanje virtualnih uredaja

Virtualna raCunala pokrenuta unutar VirtualBoxa na sebi imaju operacijski
sustav Ubuntu 20.04. Ubuntu je jedan od mnogih operativnih sustava baziranih na
Linux distribuciji te je jako Cesto koristen u skladistima podataka i kompanijama.

Verzija 20.04 nije najnovija verzija Ubuntu operativnog sustava, ali kako postoji
ve¢ dvije godine, skoro svi problemi unutar nje su rijeSeni. Ovu verziju Linux
operativnog sustava moze se besplatno preuzeti sa sluzbenih stranica Ubuntu.

Nakon instalacije operativhog sustava, potrebno je obnoviti listu programskih
paketa instaliranog operacijskog sustava i instalirati nove verzije vec instaliranih

komponenti. Te akcije pokre¢cemo sljede¢im komandama.

Prije mijenjanja veze s javne mreze na privatnu, potrebno je jo$ instalirati alate



za upravljanje mrezama unutar virtualne masine. Tu instalaciju mozemo pokrenuti

slanjem sljedece naredbe.

Nakon Sto su svi programski paketi instalirani, potrebno je ugasiti virtualno
racunalo i u¢i u postavke mreznog adaptera virtualnog racunala te odabrati privatnu

mrezu. lzgled tih postavki prikazan je na slici 4.

{23 VPC1 - Settings ? e

General Network
System Adapter 1 Adapter 2 =~ Adapter 3 Adapter 4
Display Eniable Network Adapter

Attached to: | Intermal Network -
Storage

Mame: | PrivateNetwork v

Audio

[ advanced

Metwork

Serial Ports

UsE

Shared Folders

ADSPETENEE N

User Interface

Cancel

Slika 4. Postavke mreZznog adaptera virtualnog racunala

Kako bi sva virtualna raCunala pripadala u istu podmrezu, potrebno je paziti da
su u ,Name:“ dijelu svim raCunalima dana ista imena podmrezZe. Nakon odabira
adaptera i davanja imena privatne mreze, potrebno je upaliti virtualno ra¢unalo te se
pomaknuti u mapu /etc/netplan/. Unutar te mape nalazi se datoteka s imenom sli¢nim
00-installer-config.yaml. KoriStenjem nano naredbe i lozinke administratora raCunala,
moguce je pristupiti datoteci i mijenjati je. Kako bi bilo mogucée raCunalu dati staticku
adresu unutar privatne mreze, potrebno je promijeniti izgled datoteke u izgled prikazan

na slici 5.



P& VPC1 [Running] - Oracle VM VirtualBox — O X

File Machine View Input Devices Help

GNU nano 4.8 00-installer-confiz.yaml Modified
t onfig weitten by 'subiguity’

Slika 5. Prikaz konfiguracije statiCke adrese

na virtualnom ra¢unalu
Nakon spremanja konfiguracije, potrebno je pokrenuti sliedece naredbe kako bi

virtualno raCunalo preuzelo adresu zadanu u datoteci 00-installer-config.yaml.

Ukoliko nije doSlo do greSke prilikom generiranja, provjera IP adrese virtualnog

racunala prikazuje podatke slicne podatcima na slici 6.

P4 VPC1 [Running] - Oracle VM VirtualBox - O b 4
File Machine View Input Devices Help

d_Lft i :
UP,LOWER_UP> mtu |

0.20.10.5
lid_lft fo

Slika 6. Prikaz IP adrese virtualnog raunala s postavljenom statiCkom adresom

Nakon postavljanja statiCke adrese na virtualnim racunalima, potrebno je



pokrenuti virtualni router. Virtualni router je u ovome radu virtualno racunalo
konfigurirano za preusmjeravanje prometa s jedne mreze na drugu, kao $to to router
radi. Virtualni router takoder koristi Ubuntu 20.04 za svoj operacijski sustav, te je i na
routeru potrebno pokrenuti ,update® i ,upgrade” naredbe. Takoder, na virtualni router

potrebno je instalirati dodatne alate koriStenjem sljedecih naredbi.

Nakon instalacije potrebnih alata, potrebno je iskljuciti virtualnu masinu te uci u
postavke mreznog adaptera virtualnog routera. Te postavke su prikazane na slikama
7.

| €3 Router - Settings ? X | (2 Router - Settings ? bs

9 General Network 9 Genera Network
E‘ System Adapter 1 Adapter 2 Adapter 3 Adapter 4 E‘ System Adapter 1 Adapter 2 Adapter 3 Adapter 4
@ Display Enable Network Adapter @ Display Enable Network Adapter
Storage Attached to:  Bridged Adapter - Storage Attached to: | Internal Network -

Name: Realtek PCIe GbE Family Controller - Name: |PrivateNetwork e
P rudo b Advanced O audo B Advanced
B Network B Network
@ Serial Ports @ Serial Ports
@ uUsB ﬁ uUsB
[] shared Folders [] shared Folder
El User Interface El User Interface

Cancel Cancel

Slika 7. Prikaz postavki mreznog adaptera virtualnog routera

Virtualni router mora imati dva mreZzna adaptera kako bi se mogao povezati na
dvije mreze i omoguciti komunikaciju medu njima. Na adapteru koji je priklju¢en na
privatnu mrezZu, potrebno je postaviti isto ime privatne mreze kao $to je postaviljeno na
virtualnim racunalima.

Nakon ponovnog paljenja virtualnog routera potrebno je pomaknuti se u
letc/netplan/ mapu i urediti datoteku 00-installer-config.yaml. Kako bi komunikacija na
dva sucelja, odnosno preko dva adaptera, bila moguca, datoteka 00-installer-
config.yaml mora izgledati kao Sto je prikazano na slici 8.

Preko sucelja enp0s3 virtualni router komunicira s vanjskom mrezom, tako da
se na tom adapteru moze dopustiti dinamic¢ka dodjela adresa, dok se na sucelju koje
komunicira prema privatnoj mrezi mora postaviti statiCcka adresa, kako bi raCunala u

mrezi mogla Koristiti virtualni router kao pristupnik prema vanjskoj mrezi.



P4 Router [Running] - Oracle VM VirtualBox - [m| X

File Machine View Input Devices Help

GH 4.5 D0-installer-config.yaml
g Th he network config weitten by 'subiguity’

Q D] @ @ @ E [l -@ @ Right Contral

Slika 8. Prikaz konfiguracije mreznih sucelja

virtualnog routera

Nakon promjene datoteke, kao i na virtualnom raCunalu, potrebno je pokrenuti

naredbe za generiranje i primjenu netplana.

Provjerom IP adresa virtualnog routera, vidimo da na sucelju enp0s3 router ima
dinamicki generiranu adresu koja je dio 192.168.0.0/24 mrezZe, a na sucelju enp0s8
ima adresu koju smo statiCki postavili. Na slici 9. prikazana su mrezna sucelja
virtualnog routera.

lako su ovim postupcima na virtualnom routeru omogucena oba sucelja,
komunikacija s vanjskom mreZzom jo$ nije mogucéa. Razlog tome jest praksa u kojoj
mrezna sucelja automatski stvaraju IP rute. IP ruta je putanja koju podatci prate pri
prolasku medu mrezama, kako bi stigli do svojega cilja.[*4]

Kada jedna virtualna masina ima viSe sucelja, moze doci do slu¢aja u kojemu
virtualna masina ima viSe IP ruta koje stvaraju petlju. U toj petlji, virtualni router, ima
zadano pravilo slanja svih podataka na dvije mreze, mrezu 10.20.10.0/28 i mrezu
192.168.0.0/24.



P2 Router [Running] - Oracle VM VirtualBox - O X

File Machine View Input Devices Help

rred_lft farever

Slika 9. Prikaz mreznih suéelja virtualnog routera

Na slici 10 su prikazane trenutno aktivne rute na virtualnom routeru. Sve

trenutno aktivne IP rute mogu se prikazati koristenjem sljedeée naredbe.

E Router [Running] - Oracle VM VirtualBox — O *,

File Machine View Input Devices Help
routerdrout i

netric 100

ic 100

Slika 10. Prikaz IP ruta
U prikazu zadanih IP ruta postoje dvije zadane rute, koje si medusobno
onemogucavaju rad. Kako bi se izbjegao ovaj problem, potrebno je pokrenuti sljedeéu

liniju koda.

Ovom naredbom se briSe zadana ruta slanja svih podataka, neovisno o izvoru,
preko adrese 10.20.10.1, odnosno na mrezu 10.20.10.0/28. Nakon ponovnog prikaza
postojeéih IP ruta na virtualnom routeru, postoji samo jedna zadana ruta, kao sto je
prikazano na slici 11.

Kako se pri svakom pokretanju virtualnog racunala IP rute ponovno generiraju,
potrebno je pokrenuti ranije navedenu liniju koda nakon svakog pokretanja ra¢unala.
Najjednostavniji nacin za osigurati pokretanje naredbe je pisanje bash skripte koja se

pokrecée pri svakom pokretanju virtualnog routera.



E Router [Running] - Oracle VM VirtualBox — O >

File Machine View Input Help

wia 10.20.10.1
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Slika 11. Prikaz IP ruta nakon brisanja jedne od zadanih ruta

Kako bi se skripta pokretala prilikom pokretanja, potrebno je napraviti dvije
datoteke, jednu sa .sh nastavkom, na primjer startup-script.sh, a drugu sa .service
nastavkom, na primjer startup-script.service. Te datoteke je potrebno pohraniti u mapu
/etc/systemd/system/. Datoteka u ranijem primjeru nazvana startup-script.sh prikazana

je u nastavku.

Kako bi se ta skripta mogla izvoditi potrebno ju je pretvoriti u izvrSnu datoteku

(eng. executable file). Naredba kojom se tako modificira datoteka je sljedeca.

U nastavku je prikazana startup-script.service datoteka, koja se sastoji od tri
dijela. ,Unit* dio prikazuje generalne podatke o zadatku skripte, ,Service“ dio sadrZi
zadatak skripte, a ,Install“ dio omoguéava pokretanje skripte kada se virtualno

racunalo pokrene.[*9]

Kako bi se navedeni servis mogao pokretati uz pokretanje virtualne masine, nad

servisom je potrebno pokrenuti sliedece naredbe.

Nakon pripreme, i pokretanja ovih skripti, virtualni router ¢e uvijek moci

komunicirati i s privatnom i s javhom mrezom, ali jo§S uvijek ne moze prosljedivati



podatke s jedne mreze na drugu. Kako bi prosljedivanje bilo moguce, potrebno je
maknuti komentar sa jedne linije u datoteci sysctl.conf, unutar /etc/ mape. lzgled

datoteke nakon brisanja komentara prikazan je na slici 12.

F; Router [Running] - Oracle VM VirtualBox — [m] X

File Machine View Input Devices Help

GNU nano 4.8 sysctl.cant

HERRAR R HEHH R R R R R R R R
Functions p wsly found in nethase

-path filter)

t Help Hrite out
it WE Read File WAR

Slika 12. Prikaz sysctl.conf datoteke nakon brisanja komentara
na liniji get.ipv4.ip_forward=1
Potom je potrebno primijeniti promjene napravljene u datoteci. Za primjenu tih

promjena Koristi se sljedeca naredba.

Takoder, potrebno je u tablice IP prijenosa dodati pravilo za prosljedivanje
podataka. Za konfiguraciju tablica IP prijenosa koriste se ,iptables” naredbe, a naredba

za omogucavanje prosljedivanja podataka je sljedeca.

Nakon pokretanja svih navedenih naredbi, virtualni router moze prosljedivati
podatke s privatne virtualne mreze, 10.20.10.0/28, na javnu mrezu, 192.168.0.0/24.
Kako gore navedenu naredbu ne bi trebali pokretati prilikom svakog pokretanja
virtualnog routera, mogucée je spremiti postavke tablica IP prijenosa, koristenjem

sljedece naredbe.



3. Sigurnost racunalne mreze

Cilj sigurnosti raCunalnih mreza je ograni€avanje pristupa odredenoj racunalnoj
mrezi. To¢no to ograniCavanje pristupa je naCin na koji alati za osiguravanje racunalnih
mreza rade, zabranjujuci pristup s odredenog izvora ili preko odredenog protokola.
Svaki protokol za svoju komunikaciju koristi odredeni port.

Kako bi se mogao postaviti referentni okvir za usporedbu nacina osiguranja
mreze, potrebno je ispitati sigurnost mreze raCunala prije postavljanja ikakve zastite.
Jedan od alata koristenih za snimanje prometa na mrezi zove se Wireshark. InZenjeri
racunalnih mreza Cesto koriste Wireshark za prac¢enje prometa na mrezi. Naravno, uz
alat za pracenje prometa, potrebni su alati za komunikaciju, a ti alati koriste razne
protokole.

U ovome radu, alati za komunikaciju izmedu vanjske mreZe i raCunala unutar
privatne mreze su WinSCP i PuTTY, a protokoli preko kojih se vr§i komunikacija su
SSH, SFTP i Telnet.

Secure Shell protokol, odnosno SSH protokol, je metoda sigurnog pristupa
udaljenom racunalu ¢ak i preko neosigurane mreze.l'8l Tu sigurnost se postize
enkripcijom komunikacije, a komunikacija se vrsi preko porta 22.

SSH File Transfer Protocol, odnosno SFTP, trenutno je najkoristeniji protokol
za razmjenu podataka medu raCunalima, a za ugradenu sigurnost koristi SSH protokol
te je skoro u potpunosti zamijenio neosigurani FTP, File Transfer Protocol.

Telnet protokol je jedan od prvih protokola za komunikaciju s udaljenim
raCunalom te sam po sebi nema ugradenu nikakvu enkripciju podataka u komunikaciji.
Zbog nedostatka ugradene zastite svatko tko prati promet mreZe jednostavno moze
prikupiti podatke o korisniCkim imenima i lozinkama te kasnije neovlasteno pristupiti
racunalu ili mrezi. Port koriSten za ovu vrstu komunikacije je port 23.

Promet koji se prati koriStenjem Wiresharka je ostvaren izmedu raCunala izvan
privatne mreze raCunala i jednog od virtualnih raCunala unutar mreze, a naredbe
koriStene prilikom komunikacije sa svim protokolima su skoro iste.

3.1 Pra¢enje prometa na neosiguranoj mrezi racunala

3.1.1 Telnet promet
Prilikom pracenja prometa koriStenjem Telnet protokola sve informacije i
naredbe poslane s raCunala izvan privatne mreze su jasno vidljive i jednostavno Citljive

u snimci prometa. Na slici 13 vidljiv je isjeCak prometa na mrezi, a cijeli promet je



prikazan u Telnet dijelu Dodatka 1, na kraju ovog rada.

M Wireshark - Follow TCP Stream (tcp stream eq 0) - Telnet_Capture_No_Firewall.pcapng - 0o x

eecchhoo ““TThhiiss ppaarrtt iiss bbeeiinngg rreecc...[K...[K...[Kccaappttuurreedd uussiinngg WWii

irr...[K...[Krreesshhaarrkk

This part is being captured using Wireshark
.18;vpci@vpcl: ~.vpcl@vpcli~$ ssuuddoo nnaannoo ssccrriipptt,,sshh...[K...[K...[K..sshh

.[22004h.[21049h.[22;8;6t.[1;24r. (B.[m.[41.[?7h.[39;49m.[?1h.=.[?1h.=.[?251.[39;49m. (B. [m.[H.[2].[22;35H. (B. [@;7m[ New File ].(B.[m.[H.

(B.[@;7m GNU nano 4.8 script.sh .[1379H.(B.[m
.[23d.(B.[@;7m"G.(B.[m Get Help .(B.[@;7m"0.(B.[m Write Out .(B.[@;7m™W.(B.[m Where Is .(B.[@;7m"K.(B.[m Cut Text .(B.[@;7m"].(B.[m
Justify  .(B.[@;7m"C.(B.[m Cur Pos

..[24d.(B.[@;7m"X. (B.[m Exit.[14G.(B.[@;7m"R.(B.[m Read File .(B.[®;7m"\.(B.[m Replace .(B.[@;7m*U.(B.[m Paste Text.(B.[@;7m"T.(B.[m
To Spell .(B.[@;7m*_.(B.[m Go To Line
- .[22d.[2d.[39;49m. (B.[m.[2121.[?25h.[206~#!/bin bash

.echo "[

-

. "dex_number” B
. "pokemon_name” : "Bulbasaur”

. “types": [{ "type_id": "62892910747fbs4fas21611" }, {"type_id": "6289212e0747fbs4fad21614"}]

. “colours™: [{ "colour_id": "628a@3dB8ae7dd8dd4a5b5c7c” }, { "colour_id": "628a@3a3ae7dd8dd4a5b5c79” }],
. "stage”
. “evolution method”: "62b1702d156f67735a6F2b2"

. “form": "628a0589ae7dd8dd4asb5c92",

. "dex_entry”: "A strange seed was planted on its back at birth. The plant sprouts and grows with this POK..MON.",
. "base_stat_total": "318"

. "dex_number" B
. "pokemon_nam Tvysaur”

. "types": [{"type_id": "628920918747fb84fad21611" }, {"type_id": "6289212e0747fb84fas21614"}]

. "colours": [{ "colour_id": "628aB3dBae7dd8dd4asb5c7c” }, { "colour_id": "628a83cBae7dd8dd4asb5c7a” }],

. stage": "2",

. "evolution_method": "628a@639ae7dd8dd4a5b5c96"

. "form": "628a0589ae7dd8dd4asb5c92”,

. "dex_entry”: "When the bulb on its back grows large, it appears to lose the ability to stand on its hind legs.”,
. "base_stat_total": "4@5"

raos1 r

Slika 13. IsjeCak snimke Telnet prometa izmedu racunala

izvan mreze i raCunala unutar nezasticene mreze
3.1.2 SSH promet
Zahvaljuju¢i ugradenoj enkripciji podataka unutar SSH protokola, pra¢enjem
prometa podatke nije moguce is€itati. IsjeCak prometa na mrezi koristenjem SSH
protokola prikazan je na slici 14, a cijeli promet je prikazan u SSH dijelu Dodatka 1, na
kraju ovog rada.

M Wireshark . Follow TCP Stream (tcp stream eq 0) - SSH_Capture_No_Firewall.pcapng - o X

SSH-2.0-PuTTY_Release_0.76
SSH-2.8-OpenSSH_8.2p1 Ubuntu-dubuntu®.5

©o..I[....I9.....A....;curve448-sha512,curve25519-sha256, curve25519-sha256@1ibssh.org, ecdh-sha2-nistp256, ecdh-sha2-nistp384,ecdh-
AL, R L e T Ao LIS BT LI o = - G b=l AR e ol - e el A5, A bl L
groupla-shal, rsa2048-sha256, rsal024-shal,diffie-hellman-groupl-shal,ext-info-c. .. {ssh-ed25519, ssh-ed44s, ecdsa-sha-nistp256,ecdsa-sha2-
nistp384,ecdsa-sha2-nistp521,rsa-sha2-512,rsa-sha2-256,ssh-rsa,ssh-dss. . ..aes256-ctr,aes256-cbc,rijndael-cbc@lysator.liu. se,aes192-
ctr,aes192-cbc,aes128-ctr, aes128-cbe, chacha2@-poly13@5@openssh. com, blowfish-ctr,blowfish-cbe,3des-ctr, 3des-
cbe, arcfour256,arcfourl2s. . . . aes256-ctr, aes256-cbe, rijndael-cbe@lysator.liu. se,aes192-ctr,aes192-cbe,aes128-ctr, aes128-cbe, chacha20-
poly13@5@openssh. com, blowfish-ctr,blowfish-cbc,3des-ctr,3des-cbe,arcfour256,arcfourl2s. . . . hmac-sha2-256, hmac-shal, hmac-shal-96, hmac-
mds, hmac - sha2-256-etm@openssh . com, hmac - shal-etm@openssh. com, hmac -shal-96-etm@openssh. com, hmac-mds-etm@openssh. com. . . . hmac-sha2-256, hmac-
shal,hmac-shal-96, hmac-mdS , hmac-sha2-256-etm@openssh . con, hmac-shal-etn@openssh. com, hmac - shal-96-etm@openssh . com, hmac-md5-
e e e s 1 1 e gy 1 [ 1 e g 5Zeiinaans
.. OAI."Q.7...7....curve25519-sha256, curve25519-sha256@libssh. org, ccdh-sha2-nistp256, ecdh-shad-nistp38a,ecdh-sha2-nistps21,diffie-
hellman-group-exchange-sha256, diffie-hellman-groupl6-shas12, dif fie-hellnan-groupl8-shas12,diffie-hellnan-groupld-shadsé. . . Arsa-
sha2-512, rsa-sha2-256,ssh-rsa,ecdsa-sha2-nistp256, ssh-ed25519. . . Ichacha2@-poly13@5@openssh. com, aes128-ctr,aes192-ctr, aes256-ctr, aes128-
gem@openssh. com, aes256-gcm@openssh. com. . . Lchacha2e-poly13@5@openssh. com, aes128-ctr, aes192-ctr, aes256-ctr, aes128-gem@openssh. com, aes256-
gem@openssh. com. . . .umac-64-etm@openssh. com, umac-128-etm@openssh. com, hmac-sha2-256-etm@openssh. com, hmac-sha2-512-etm@openssh. com, hmac-
shal-etm@ h. com, umac-64 h.com, umac-1 h.com, hmac-sha2-256, hmac-sha2-512 , hmac-shal. . . .umac-64-etm@openssh. com,umac-128-
etm@openssh. com, hmac-sha2-256-etm@openssh. com, hmac-sha2-512-etm@openssh. com, hmac-shal-
etm@ h. com, umac-64 h. com, umac-1 h.com, hmac-sha2-256,hmac-sha2-512, hmac-
shal....none,zlib@openssh.com. . ..none,zlib@openssh. com
ssh-ed25519... z.53,.c.al.
..S....ssh-ed25519

.bXd.b1f.$6
5...0Lsx.. C. 0P, . Bi1F.~.tk
Z....b.. %.c..

LK.<..?m#v3.Az.5.Qa.
S.F..x. P} omey. HY g-.1.5..b@.K~ap.D. .

QT../R.x..

+.9i2.9<.<.558F
.)%5.(..0.

V... 9%, fX.b}..wt9x.. ...
G..9F6*f,... 05...
L 4.xQ.."QmQ~.V9.n.W. .

L.."%.g..'v.P. LT8+E... ... 1.. You

sed

e

S

cw3.~vU...q..3..qQ/R.

r.CW.&.a.."'}..ih..Q.hP....L8..6..{.
j s AL PEN=| [ AL x.L
JL.X. b$[.*

}
7..TAnz"...
r..u..N,..92p. duy DXR.2..1..H.. ... 1..u.0..D
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Slika 14. IsjeCak snimke SSH prometa izmedu racunala

izvan mreze i racunala unutar nezasticene mreze



Prvih nekoliko linija komunikacije izmedu raCunala prikazuje razmjenu klju¢a

enkripcije te, nakon razmjene kljuc€a, cijela komunikacije postaje kriptirana.

3.1.3 SFTP promet

KoriStenjem alata za pracenje komunikacije izmedu racunala u razli€itim
mrezama takoder je moguce pratiti i cijele datoteke koje se prenose. Najjednostavniji
alat za prijenos datoteka je WinSCP, koji se koristenjem SSH i SFTP protokola i
portova spaja na udaljeno racunalo i omogucava razmjenu datoteka. Zahvaljujuci
SFTP protokolu, taj prijenos datoteka je kriptiran, a dio snimke prijenosa podataka
prikazan je na slici 15. Snimka cijelog SFTP prometa je prikazana u SFTP dijelu

Dodatka 1, na kraju ovog rada.

M Wireshark - Follow TCP Stream (tcpistream eq 0) - SFTP_Capture_No_Firewall.pcapng - [u] X
SSH-2.0-OpenSSH_8.2p1 Ubuntu-4ubuntu@.5 ~
SSH-2.8-WinSCP_release_5.21.2
...... N..}9.{..---...g...;curvedd8-sha512, curve25519-sha256, curve25519-sha256@libssh.org, ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-

sha2-nistp521,diffie-hellman-group-exchange-sha256,diffie-hellman-group-exchange-shal,diffie-hellman-groupl4-sha256,diffie-hellman-
groupld-shal, rsa2648-sha256,rsal024-shal,diffie-hellman-groupl-shal,ext-info-c...{ssh-ed25519, ssh-ed448, ecdsa-sha2-nistp256,ecdsa-sha2-
nistp384,ecdsa-sha2-nistp521,rsa-sha2-512,rsa-sha2-256,ssh-rsa,ssh-dss. . ..aes256-ctr,aes256-cbc,rijndael-cbc@lysator.liu.se,aes192-
ctr,aes192-cbc,aes128-ctr,aes128-cbc, chacha2@-poly1365@openssh. com,blowfish-ctr,blowfish-cbc,3des-ctr,3des-

cbc, arcfour256,arcfourd28. . . .aes256-ctr, aes256-cbc, rijndael-cbc@lysator.liu. se,aes192-ctr, aes192-cbc,aes128-ctr, aes128-cbe, chacha2e-
poly13@5@openssh. com,blowfish-ctr,blowfish-cbe,3des-ctr,3des-cbe, arcfour256, arcfour128. . . . hmac-sha2-256, hmac-shal, hmac-shal-96, hmac-
mds, hmac-sha2-256-etm@openssh. com, hmac-shal-etm@openssh. com, hmac-shal-96-etm@penssh. com, hmac-mds-etm@openssh. com. . . .hmac-sha2-256, hmac-
shal, hmac-shal-96,hmac-mds, hmac-sha2-256-etm@openssh. com, hmac-shal-etm@openssh. com, hmac-shal-96-etm@openssh. com, hmac-mds-

etm@openssh. com. .. .none,z1ib,z1ib@openssh. com. . . .none,z1ib,z1ib@0Penssh.com. . . .oeeeeen. .. | .E..Be..B...

T T [} DU G curve25519-sha256, curve25519-sha256@libssh. org, ecdh-sha2-nistp256, ecdh-sha2-nistp384, ecdh-sha2-nistp521,diffie-
hellman-group-exchange-sha256,diffie-hellman-group16-sha512,diffie-hellman-group18-shas12,diffie-hellman-groupl4-sha256. . .Arsa-
sha2-512, rsa-sha2-256,ssh-rsa,ecdsa-sha2-nistp256, ssh-ed25519. . . 1chacha2-poly1365@cpenssh. com,aes128-ctr,aes192-ctr,aes256-ctr, aes128-
gcm@openssh. com, aes256-gcm@openssh. com. . . 1chacha20-poly13@5@openssh. com, aes128-ctr,aes192-ctr,aes256-ctr, aes128-gcm@openssh. com, aes256-
gcm@openssh. com. . . .umac-64-etm@openssh. com, umac-128-etm@openssh . com, hmac-sha2-256-etm@openssh. com, hmac-sha2-512-etm@openssh. com, hmac-

shal-etm@ h. com,umac h. com, umac-128@openssh. com,hmac-sha2-256,hmac-sha2-512, hmac-shal. . . .umac-64-etm@openssh. com,umac-128-
ctm@openssh. com, hmac~sha2-256-ctm@openssh. com, hmac-sha2-512-etm@opensch. com, hmac-shal -
etm@ h. com, umac- 64 h. com,umac-1. h.com, hmac-sha2-256, hmac-sha2-512,hmac-
shal....none, zlib@upenssh com. . ..none, zl.\.b@openssh ©FJocco0000555000005000000000000000 00 j..*u...E..Wr ..... ToooEod@sco Hocoooooosscooos
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Slika 15. Isje€ak snimke SFTP prometa izmedu raCunala

izvan mreze i raCunala unutar nezasticene mreze

3.2 Osiguravanje mreze racunala

Za osiguravanje pojedinog racunala na njega se najCeSce pokrecCe vatrozid
(eng. firewall), a firewall se takoder Cesto koristi i za osiguravanje mreza ra¢unala.

Firewall je alat koji titi raCunalo ili privatnu mrezu raCunala tako da filtrira ulazni
i izlazni promet podataka s obzirom na postavljena pravila. Y Razlika izmedu zastite
pojedinog raCunala i zastite mreze raCunala firewallom je u tome gdje se firewall
pokrece. Ukoliko Zelimo osigurati samo jedno racunalo, potrebno je firewall pokrenuti
na tom racunalu, ali prilikom zastite mreZe raCunala, firewall je potrebno pokrenuti ili

na routeru ili na switchu.



Ovisno o razini na kojoj pokreé¢emo firewall, nazivamo ga firewall prve razine,
ako je pokrenut na raCunalu, firewall druge razine, ako je pokrenut na switchu, ili
firewall treCe razine, ako je pokrenut na routeru.

3.3 Vrste Firewalla

lako vecina firewalla vrSi istu funkciju, postoje razlike u vrsti firewalla i nacinu
na koji osiguravaju racunala ili mrezu raCunala. Po vrsti firewalli se dijele na softverske
i hardverske, a po nacCinu osiguravanja mreze dijele se na firewalle bazirane na
filtriranju paketa, firewalle bazirane na uspostavljanju sigurne veze, firewalle bazirane
na maskiranju podataka, firewalle bazirane na pracenju prometa, firewalle iduce
generacije.

Softverski firewall se takoder mozZe nazvati Host Firewallom zato Sto se instalira
na racunalu. Prednost ove vrste firewalla je u tome $§to mogu dopustati ili zabranjivati
komunikaciju ovisno o tome koja aplikacija pokrece tu komunikaciju, nedostatak je sto
je potrebno ovakav firewall instalirati direktno na ureda;.

Hardverski firewall je zapravo uredaj koji je priklju¢en na mrezu izmedu routera
i privatne mreZe racunala, Cesto se koriste u ve¢im kompanijama ili udrugama te se u
njima postavljaju prije priklju€ivanja na glavni router. Takoder je moguce podesiti router
u nacin rada u kojemu radi posao hardverskog firewalla. Razlika izmedu konfiguracije
softverskog i hardverskog firewalla prikazana je na slici 16.

Firewalli bazirani na filtriranju paketa, odnosno ,Packet-filtering firewalls®,
najcesce su pokrenuti na switchu ili routeru, te na sebi imaju postavljenu listu pristupa.
Kada odredeni paket treba biti poslan u mrezZu, ovaj firewall provjerava podatke o
paketu te, usporedujuéi podatke s listom pristupa, odluCuje da li prihvatiti ili odbaciti
paket. 21 Ova vrsta firewalla nije najsigurnije rieSenje, ali je jedan od preporuéenih
firewalla za zastitu privatnih mreza racunala.

Firewalli bazirani na uspostavi sigurne veze, odnosno ,Circuit-level firewalls®,
rade tako da promatraju sigurnost uspostavljene veze. Prilikom povezivanja
koristenjem TCP i UDP protokola, odnosno , Transmission Control Protocola® i ,User
Datagram Protocola®“, veza se uspostavlja preko postupka zvanog ,three-way
handshake®.

Taj postupak se bazira na slanju sinkronizacijskog niza od racunala koje
zapocinje komunikaciju prema racunalu s kojim komunicira koristenjem jednog od tih
protokola. Nakon primanja sinkronizacijskog niza, drugo racunalo odgovara vracanjem

istog sinkronizacijskog niza i potvrde o primanju, na Sto pocetno raCunalo odgovara



slanjem potvrde. Na slici 17 je prikazana snimka ,three-way handshake“ postupka

snimljena koristenjem Wireshark alata.
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Slika 16. Razlika konfiguracija softverskog i hardverskog firewalla

17 14.296787 192.168.0.77 10.20.10.5 54 53791 » 22 [ACK] Seq=1 Ack=1 Win=4134304 Len=0

Frame 15: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Device\NPF_{EA246ADA-AEA6-4C90-82F0-05DAB7CAEDFE}, id @
Ethernet II, Src: ASUSTekC 57:ad:ee (@c:9d:92:57:ad:ee), Dst: PcsCompu_0d:8d:84 (98:00:27:0d:8d:84)
Internet Protocol Version 4, Src: 192.168.8.77, Dst: 10.20.18.5
Transmission Control Protocol, Src Port: 53791, Dst Port: 22, Seq: @, Len: @
Source Port: 53791
Destination Port: 22
[Stream index: @]
[Conversation completeness: Incomplete, DATA (15)]
[TCP Segment Len: @]
Sequence Number: @ (relative sequence number)
Sequence Number (raw): 2848682876
[Next Sequence Number: 1 (relative sequence number)]
Acknowledgment Number: @
Acknowledgment number (raw): @

1600 .... = Header Length: 32 bytes (8)
"—
000 . = Reserved: Not set

Nonce: Not set
Congestion Window Reduced (CWR): Not set
ECN-Echo: Not set
cee. ..B. Urgent: Not set
....... @ .... = Acknowledgment: Not set
........ @... = Push: Not set
= Reset: Not set
>—
........... @ = Fin: Not set
[TCP Flags: =+-+-+===- s-]
Window: 65535
[Calculated window size: 65535]

Slika 17. Snimka ,three-way handshake® postupka
Firewalli bazirani na uspostavi sigurne veze osiguravaju racunalo ili mrezu
raCunala provjeravajuci ispravnost ,three-way handshake” postupka, ¢ime osiguravaju

sigurnost komunikacijskog tunela izmedu dvaju racunala ili dvije mreze. Ovaj tip



firewalla Cesto je ugraden u druge alate ili firewalle.

Firewalli bazirani na maskiranju podataka, takoder zvani ,Proxy firewalls®, rade
tako da zahtjeve poslane s originalnog racunala maskiraju kao svoje zahtjeve. Time
podatci originalnog racunala nisu sadrzani u zahtjevu kojega duga strana dobije i
obraduje. Ova vrsta firewalla se najceSc¢e koristi za zastitu servera web-aplikacija kako
bi se izbjegli zlocudni napadi direktno na servere koji pokrecu aplikacije.

Firewalli bazirani na pra¢enju prometa, odnosno ,Stateful inspection firewall,
se nadovezuje na firewalle bazirane na uspostavi sigurne veze tako da prati izvoriSnu
IP adresu, izvorisSni port, odrediSnu IP adresu i odredisni port, te dinamicki generira
pravila kako bi dopustio svu komunikaciju izmedu dva racunala ili dvije mreze racunala.
[21]

Firewalli idu¢e generacije (eng. Next-Generation Firewalls) ukljuCuju funkcije
viSe drugih oblika firewalla. Za razliku od ranije navedenih firewalla, firewalli iduce
generacije provjeravaju sve segmente paketa, podatke o izvoriStu paketa i podatke o
sadrZaju paketa. Ova vrsta firewalla je skupa, ali i najsigurnija verzija, a neki od
najboljin primjera ovog oblika firewalla su Forcepoint NGFW, Barracuda CloudGen

Firewall Series i Fortigate, proizvod firme Fortinet.

3.4 Instalacija sigurnosti na mrezu racunala

MrezZa racunala 10.20.10.0/28 s pripadaju¢im routerom trenutno nije osigurana
te je na njoj potrebno pokrenuti neku razinu osiguranja. Linux operacijski sustav ima
unaprijed zadan firewall zvan ,Uncomplicated Firewall“, odnosno ufw.

Kako bi cijela mreza racunala bila zasticena, potrebno je sigurnost pokrenuti na
vezi izmedu routera i privathe mreze raCunala, odnosno potrebno je pokrenuti
hardverski firewall. S obzirom na to da je moguce router postaviti u nacin rada u kojemu
izvrSava posao hardverskog firewalla, moguce je koristiti ufw kao hardverski firewall.
3.4.1 Pokretanje ufw na routeru

Za pokretanje ufw na routeru potrebno je prvo definirati nacin na koji ¢e se taj
firewall ponasati. Kako bismo osigurali da je to ponasanje unaprijed zadano, potrebno

je pokrenuti sliedecCe naredbe.

Nakon postavljanja zadanih postavki, moguce je dodatno definirati pravila

komunikacije, na primjer, moguce je dopustiti SSH pristup ili zabraniti Telnet pristup.



Pokretanjem tih komandi direktna komunikacija s vanjskih racunala na privatnu mrezu
racunala i dalje je moguéa, ali je i sigurna. Komande za dopustanje SSH pristupa i

zabranu Telnet pristupa su sljedece.

Kako bi mreza racunala bila zasticena, potrebno je pokrenuti firewall sliedecom

naredbom.

Moguce je provjeriti trenutno aktivha pravila pokrenuta na ufw koristenjem

sljedece naredbe, a izgled izlaza te naredbe prikazan je na slici 18.

| ﬁ Reouter [Running] - Oracle VM VirtualBox
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router@router: ™ sudo ufw status

Action From

DEMY HHHWHEFE
ALLOW Anyuwhere
DEMY Anyuher
ALLOW Anyuwhere

routerdrouter: ™%

Slika 18. Prikaz statusa Uncomplicated Firewalla

3.4.2 Promatranje komunikacije uz pokrenuti ufw

U nastavku slijede isje¢ci snimki komunikacije izmedu racunala spojenog na
vanjsku mrezu i raCunala na privatnoj mrezi raCunala. Na slici 19. prikazan je isjeCak
snimke Telnet komunikacije. Snimka cijele komunikacije je dostupna u Telnet dijelu
Dodatka 2, na kraju ovog rada.

lako je na routeru komunikacija koriStenjem Telnet protokola zabranjena,
komunikacija s raunalom unutar mreze uspjesno je uspostavljena i isc€itljiva iz snimke
prometa. Zahvaljujuci toj komunikaciji, pokazano je da pravila postavljena na routeru
unutar Uncomplicated Firewalla nisu primijenjena na komunikaciju koju router
prosljeduje prema unutrasnjosti mreze.

Kako je komunikacija koristenjem SSH i SFTP protokola dopustena, snimke tih



komunikacija nije potrebno prikazivati zato $to su i u ovakvom obliku komunikacije

kriptirane. Snimke primjera komunikacije SSH i SFTP protokolima nalaze se u Dodatku

1, na kraju ovog rada.

M Wireshark - Follow TCP Stream (tcp.stream eq 0) - Telnet_Capture_ufw_Router.pcapng - [m] x

.......... Y 5000000000000 oofidno OOtio000000000000000P000000 50000 00000000000 BEALAIRERALE 000 0000600bdlE o000 000 00000600000 MUEITHEY) ~
20.04.4 LTS

vpcl login: vvppccll

Password: vpcl23

Welcome to Ubuntu 20.84.4 LTS (GNU/Linux 5.4.0-125-generic x86_64)
* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/advantage

System information as of Thu & Sep 11:08:26 UTC 2022

System load: 0.8 Processes: 102
Usage of /: 26.4% of 18.78GB  Users logged in: 1
Memory usage: 10% IPvA address for enp@s3: 10.20.10.5

Swap usage:  ©%

18 updates can be applied immediately.
To see these additional updates run: apt list --upgradable

Failed to connect to https://changelogs.ubuntu.com/meta-release-1ts. Check your Internet connection or proxy settings

Last login: Thu Sep 8 11:07:27 UTC 2822 on pts/@

.]e;vpcl@vpcl: ~.vpcl@vpcl:~$ ""WWeecc...[K...[K...[K...[Keecchhoo...[K...[K...[K...[K.......... eecchhoo WW""...[K...[K""WhWee ccaann
sseeee tthhaatt TTeellnneett rr...[Kccoonnnneeccttss ttoo tthhee vvppccll rreeggaarrddlleessss ooff ffiirr

.eewwaallll oonn tthhee rroouutteerr"”

We can see that Telnet connects to the vpcl regardless of firewall on the router
.]@;vpcl@vpcl: ~.vpcl@vpcl:~$ ccaatt

.bash_history .profile
.bash_logout script.sh
-bashrc .ssh/
.cache/ .sudo_as_admin_successful
Files-sending.txt TelnetData.txt
.]@;vpcl@vpcl: ~.vpcl@vpcl:~$ cat TTee;;...[K11 netData. txt
[
1

P ——

Slika 19. IsjeCak snimke Telnet prometa izmedu racunala izvan mreze i racunala unutar mreze

zasticene Uncomplicated Firewallom na routeru

3.4.3 Upravljanje prosljedivanjem komunikacije

lako Uncomplicated Firewall, odnosno ufw, radi na principu modifikacije IP
tablica, pravila ne primjenjuje na dio tablice koji radi na prosljedivanju podataka, sto je
zapravo glavna funkcija routera.

Kako bi se ta komunikacija osigurala, potrebno je pravila prihvaéanja ili
odbijanja komunikacije dodavati direktno u dio IP tablica koji se bavi prosljedivanjem
podataka. Naredba za pregled stanja IP tablica slijedi u nastavku, a na slici 20 je

prikazan izlaz te naredbe.

Potrebno je dodati pravilo koje zabranjuje svu komunikaciju koristenjem Telnet
protokola, odnosno koriStenjem porta 23. To pravilo se moze dodati koriStenjem
sljedece naredbe.



| ﬁ: Router [Running] - Oracle VM VirtualBox

File Machine View Input Devices Help
GMU nano 4.8
Chain I ¢

! tablesDump. txt

t SOUrCE tinatiaon
all -- g

any
a

anyuhere

nyuwhere

anyuwhere

any
all
any
any any

nyuwhere

in auT

all ny
all -- any

Slika 20. Prikaz IP tablica bez pravila prosljedivanja komunikacije
Prethodna naredba prestane biti u funkciji nakon ponovnog paljenja routera,
tako da je potrebno pokretati ju pri svakom paljenju virtualnog routera. Kako bi se
osiguralo pokretanje naredbe, potrebno je pokretanje te naredbe automatizirati.
Najlaksi nacin za automatizaciju pokretanja tog koda je dodavanje u skriptu napisanu

ranije u ovom radu. Za modificiranje skripte potrebno je pokrenuti sliedecu naredbu.

Novi izgled skripte je sljededi.

Pri ponovnoj provjeri pravila zapisanih u IP tablicama, novo dodano pravilo

nalazi se u dijelu za prosljedivanje. Prikaz IP tablica s dodanim pravilom prikazan je
na slici 21.
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Slika 21. Prikaz IP tablica nakon dodavanja pravila za odbijanje

komunikacije koristenjem Telnet protokola
3.4.4 Promatranje komunikacije na osiguranoj mreZi
Pokrene li se snimanje prometa na mrezi s ovako definiranom zastitom na
routeru, komunikacija koristenjem Telnet protokola uopce viSe nije moguc¢a. Snimka

pokuSaja komunikacije prikazana je na slici 22.

[ [tcp-stream eq 0

Ho. Time Source estination Protor Length Info
13 1 66 50103 -+ 23 [SYN]

Slika 22. Snimka poku$aja komunikacije koriStenjem Telnet protokola

Na slici 22 prikazano je pet pokuSaja pristupanja virtualnom racunalu unutar
zasti¢ene mreze, ali, kako niti jedan poku$aj nije dobio odgovor, pokusaji komunikacije
su prestali. Razlog nedostatka odgovora na poku$aje spajanja je Cinjenica da zahtjev
za uspostavljanjem veze koriStenjem Telnet protokola uopce nije stigao do virtualnog
racunala. Zbog pravila postavljenih u IP tablicama routera, pokuSaji povezivanja

koriStenjem Telnet protokola su odbaceni.

3.5 Nedostatci u sigurnosti firewalla

Neke vrste firewalla imaju neki oblik nedostataka koji onemogucéava potpunu
sigurnost racunala ili mrezu racunala. Takve vrste firewalla se koriste u slu€ajevima
kada nije bitna potpuna sigurnost, ve¢ dovoljno dobra sigurnost.

Firewalli bazirani na filtriranu paketa, kao glavni problem, imaju Cinjenicu da

provjeravaju samo zaglavlje paketa, odnosno izvor paketa, protokol kojim komunicira



i port kojim komunicira, ali ne provjerava sadrzaje paketa. U sadrzaju paketa se moze
nalaziti nekakav zlo¢udni kod koji se iz samog iS€itavanja zaglavlja ne moze uociti.

Ipak veci problem imaju firewalli koji rade na nizim slojevima OS| model-a, do
sloja 4 koji je takoder ukljucen u tu skupinu. Kao $to je ranije navedeno, ovi oblici
firewalla rade na principu omoguc¢avanja komunikacije s drugim racunalom, dok god
je komunikaciju zapocelo racunalo unutar mreze koju taj firewall titi. Nazalost, postoje
nacini zaobilazenja ovog oblika sigurnosti, a jedan od oblika zaobilazenja se naziva
sreverse tunneling®. Primjer koji Ce se ovdje obraditi je Reverse SSH tuneling.

Ovaj oblik komunikacije se bazira na tome da racunalo unutar zasti¢éene mreze
zapoc¢ne komunikaciju s drugim racunalom SSH protokolom, koristenjem bilo kojeg
porta osim 22. U tom trenutku, to drugo racunalo zapocinje komunikaciju preko istog
protokola i porta, otvarajuci novi put prema racunalu unutar zasticene mreze. U sustini,
unutar sigurnog tunela namijenjenog za komunikaciju, stvori se novi tunel Kkoji
sprjeCava zatvaranje pocetnog tunela. Firewall koji prati promet ne¢e odbaciti ovaj
oblik prometa zato $to je istog oblika kao promet kojega je raCunalo koje Stiti zapocelo,
te je time sigurnost mreze raCunala naruSena. KoriStenjem veze suprotnog smjera,
omoguceno je kroz SSH promet zapocCet sa unutarnjeg racunala zapravo vanjsko
racunalo kontrolira to unutarnje, neovisno o pravilima postavljenim na firewallu. Skica

ovog principa rada je prikazana na slici 23.

Zasticena mreia Frewall
ssh od racunala unfitar mreZe pfema racunalu izvan mreie
PC I.I OutsidePC
m T E— . . - = m
ssh od radunala izvan mreie
prema racunalu u mreZi
Zasticena mreZa Frewall
sshveza zapodeta lc:urls!en em A R zastavice koja dopusta
uspostavljanje tungla _
PC I.I OutsidePC
m ———e- . . . = m
( Referse SSH Turjnel

Slika 23. Reverse SSH Tunnelling
Kako bi se omogucilo otvaranje SSH puta u suprothom smjeru potrebno je

koristi posebne zastavice unutar naredbe za povezivanje putem SSH protokola. U



svrhu primjera otvaranja ovakvog puta racunalo unutar mreze zvat ¢e se vpc1 i bit ¢e
na IP adresi 10.20.10.5, a raCunalo izvan mreze zvat ¢e se vpc2 s |IP adresom
192.168.0.78.

Naredba kojom se uspostavlja SSH tunel suprotnog smjera je sljedec¢a. Ta
naredba se pokreCe na racunalu unutar mreze koju §titi firewall baziran na pracenju

prometa.

U ovoj naredbi 23635 oznaCava jedan od nekoriStenih portova na racunalu,
raspon nekoristenih portova najcesc¢e je od porta 1024 do porta 65535. Nakon unosa

lozinke raCunala vpc2, pojavi se izgled ekrana prikazan na slici 24.
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Slika 24. Prikaz otvaranja SSH tunela suprotnog smjera.

Dok god je put otvoren ranije navedenom naredbom otvoren, moguce je s
racunala vpc2 otvoriti SSH vezu na raCunalo vpc1, Sto inaCe firewall baziran na
pra¢enju prometa ne bi dopustio. Taj put suprotnog smjera se otvara koristenjem
sljedec¢e naredbe. Nakon pokretanja te naredbe i upisivanja lozinke racunala vpc1

uspjesno je uspostavljena SSH veza na raCunalo vpc1, koje se nalazi u zasticenoj



mrezi. Povezivanje na zasti¢eno raCunalo koristenjem SSH puta suprotnog smjera

prikazano je na slici 25.
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Slika 25. Stvaranje SSH veze koristenjem tunela suprotnog smjera



4. Zakljuéak

Nakon stvaranja mreze racunala i pokretanja osnovne sigurnosti na toj mrezi te
promatranja dostupnih informacija koristenjem odredenih protokola, jasno je da
kvalitetnu sigurnost nije jednostavno postiCi bez iskustva i resursa koje se moze
iskoristiti za povecanje kvalitete mreze i sigurnosti na toj mrezi.

Skoro svaki oblik firewalla ima nekakve nedostatke koje se s novijim oblicima
firewalla pokuSava ukloniti. Zahvaljujuci tom trudu, firewalli idu¢e generacije imaju
manje nedostataka od ranije stvorenih oblika firewalla.

U ranijim stupnjevima razvoja mreza racCunala i sigurnosti tih mreza, sama
segmentacija mreze se nije u potpunosti iskoriStavala, ve¢ se mreza dijelila na vanjsku
mrezu, odnosno internet, i unutarnju mrezu, odnosno intranet.

Kako je razvoj sigurnosti napredovao, uz firewall za odredivanje pravila
komunikacije, segmentacija vecih mreza na manje dijelove je postala sve ¢eS¢a. Sama
segmentacija mreze povecCava stupanj sigurnosti mreze zato Sto se koriStenjem
firewalla i dodatnih skupina pravila za komunikaciju medu segmentima mozZe dodatno
regulirati sigurnost.

Tim postupcima osiguravamo da, ¢ak i ako jedno racunalo unutar mreze neke
kompanije bude komprimirano, cijela mreza nece biti izlozena riziku, odnosno prijetnja
Ce ostati izolirana u odredenom segmentu mreze.

Osobno smatram da sam kroz samostalno pokretanje mreze racunala i njezino
osiguravanje naiSao na probleme koje nisam ni mogao zamisliti, ali zahvaljujuci tome
sada imam viSe iskustva i Siri pogled na probleme s kojima ¢u se suociti u poslovhom

okruzeniju.
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Dodatak 1

U ovom dijelu prikazane su cijele snimke komunikacije na nezasticenoj mrezi
koristenjem Telnet, SSH i SFTP protokola. Kako pojedina snimka komunikacije ne bi

zauzimala viSe stranica, snimke ¢e imati smanjenu veli€inu slova.
Telnet komunikacija

Potpuna komunikacija

eecchhoo "'TThhiiss ppaarrtt iiss bbeeiinngg rreecc...[K...[K...[Kccaappttuurreedd uussiinngg WWiiiiirr...[K...[Krreesshhaarrkk™

This part is being captured using Wireshark
.J0;vpcl@vpcl: ~.vpcl@vpcl:~$ ssuuddoo nnaannoo ssccrriipptt,,sshh...[K...[K...[K..sshh

.[?2004h.[?1049h.[22;0;0t.[1;24r.(B.[m.[4].[?7h.[39;49m.[?1h.=.[?1h.=.[?25I.[39;49m.(B.[m.[H.[2].[22;35H.(B.[0;7m[ New File ].(B.[m.[H.(B.[0;7m GNU nano 4.8
script.sh .[1;79H.(B.[m

..[23d.(B.[0;7m"G.(B.[m Get Help .(B.[0;7m"O.(B.[m Write Out .(B.[0;7m"W.(B.[m Where Is .(B.[0;7m”K.(B.[m Cut Text .(B.[0;7m"J.(B.[m Justify
.(B.[0;7m"C.(B.[m Cur Pos

..[24d.(B.[0;7m"X.(B.[m EXxit.[14G.(B.[0;7m"R.(B.[m Read File .(B.[0;7m"\.(B.[m Replace .(B.[0;7m"U.(B.[m Paste Text.(B.[0;7mAT.(B.[m To Spell
.(B.[0;7m~_.(B.[m Go To Line

..[22d.[2d.[39;49m.(B.[m.[?12].[?25h.[200~#!/bin bash

:echo [

"dex_number":
"Bulbasaur",
628920910747fb84fad421611" }, {"type_id": "6289212e0747fh84fa421614"}],
id": "628a03d8ae7dd8dd4a5b5c7c" }, { "colour_id": "628a03a3ae7dd8dd4a5b5c79" }],

“evolution_| method" "62b1702d1500f67735a6f2b2",
“form": "628a0589ae7dd8dd4a5b5¢92",
"dex_entry": "A strange seed was planted on its back at birth. The plant sprouts and grows with this POK..MON.",
"base_stat_total": "318"
- h

"dex_number":

_id": "6289212e0747fb84fa421614"}],
628a03d8ae7dd8dd4a5b5¢c7c" }, { “colour "628a03c8ae7dd8dd4a5b5c7a" }],

"evolution_| method "628a0639ae7dd8dd4a5b5¢c96",

“form": "628a0589ae7dd8dd4a5b5c92",

"dex_entry": "When the bulb on its back grows large, it appears to lose the ability to stand on its hind legs.",
"base_stat_total": "405"

- h
.[?25] {
"dex_number": 3",
"pokemon_name": "Venusaur",
i i 628920910747fb84fa421611" }, {"type_id": "6289212e0747fb84fa421614"}],
"628a03d8ae7dd8dd4a5b5c7c" }, { "colour_id": "628a03c8ae7dd8dd4a5h5c7a" }],

"evolution_| method' "628a0639ae7dd8dd4a5b5c96",

"form": "628a0589ae7dd8dd4a5b5¢c92",

"dex_entry": "The plant blooms when it is absorbing solar energy. It stays on the move to seek sunlight.”,
"base_stat_total": "525"

.k

.[22d.[K "pokemon_name": "Charmander",
"types": [{ "type_id": "62891fce0747fb84fa42160d" }],
colour_id": "628a0424ae7dd8dd4a5b5c84" }, { "colour_id": "628a03d0ae7dd8dd4a5b5c7b" }],
4 sly prefers hot places. When it rains, steam is said to spout from the tip of its tail.",
ion_! method: '62b1702d1500f67735a6f2b2",
"628a0589ae7dd8dd4a5b5¢92",

L L TelnetData.txt. [201~ [1;71H.(B.[0;7mModified.(B.[m.[2;3H.[32m{.[3;5H.(B.[0;1m.[33m"pokemon_name".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[833m"Charmander".[39m.(B.[m,.[4;5H.(B.[0;1m.[33m"types".(B.[0m.[32m:.[39m.(B.[m .[32m[{.[39m.(B.[m .(B.[0;1m.[33m"type_id".(B.[0Om.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"62891fce0747fb84fa42160d".[39m.(B.[m .[32m}].[39m.(B.[m,.[5;5H.(B.[0;1m.[33m"colours".(B.[0m.[32m:.[39m.(B.[m .[32m[{.[39m.(B.[m
.(B.[0;1m.[33m"colour_id".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"628a0424ae7dd8dd4a5b5c84".[39m.(B.[m .[32m}.[39m.(B.[m, .[32m{.[39m.(B.[m
.(B.[0;1m.[33m"colour (B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"62.[39m.(B.[0;7m>.[6;5H.(B.[0;1m.[33m"dex_entry".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"Obviously prefers hot places. When it rains, steam is said t0.[39m.(B.[0;7m>.[7;5H.(B.[0;1m.[33m"evolution_method".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"62b1702d1500f67735a62b2".[39m.(B.[m,.[8;5H.(B.[0;1m.[33m"form".(B.[0Om.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"628a0589ae7dd8dd4a5b5c92".[39m.(B.[m,.[9;5H.(B.[0;1m.[33m"stage".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"1".[39m.(B.[m,.[10;5H.(B.[0;1m.[33m"base_stat_total".(B.[0Om.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"309".[39m.(B.[m,.[11;5H.(B.[0;1m.[33m"dex_number".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"4".[12;3H.(B.[0m.[32m}.[39m.(B.[m,"
.[32m>>.[39m.(B.[m TelnetData.txt.[?12].[?25h..[?225I
..[22d.(B.[0;7mSave modified buffer? .[23;1H Y.(B.[m Yes.[K
..[24d.(B.[0;7m N.(B.[m No .[14G .(B.[0;7m"C.(B.[m Cancel.[K.[22;23H.[?12].[?25h..[?25].[22;33H.[1K .(B.[0;7m[ Cancelled ].(B.[m.[K
..[23d.(B.[0;7m"G.(B.[m Get Help .(B.[0;7m"O.(B.[m Write Out .(B.[0;7m"W.(B.[m Where Is .(B.[0;7m"K.(B.[m Cut Text .(B.[0;7m"J.(B.[m Justify
.(B.[0;7m~C.(B.[m Cur Pos
..[24d.(B.[0;7m"X.(B.[m Exit.[14G.(B.[0;7m"R.(B.[m Read File .(B.[0;7m"\.(B.[m Replace .(B.[0;7m"U.(B.[m Paste Text.(B.[0;7m"T.(B.[m To Spell
.(B.[0;7m”_.(B.[m Go To Line
..[22d.[12;24H.[?121.[725h.0A.[2251.[A...[?12].[225h.0A.[?25.[10;24H.[?121.[225h.OA.[225I.[9;18H.[?12I.[225h.OA [ 2251.[8;24H.[212I.[225h.0A.[ 2251.[A.[212].[225h.
OA.[?25L.[A.[?121.[225h.0A.[?251.[A.[212.[225h.0A.[?25.[A.[?121.[225h.OA.[225].[A.[?12].[225h.0A.[?25.[2;4H.[?12].[?25h.OA.[?25].7.[2;21r.8
..M.[1;24r.[2;3H.[32m}.[39m.(B.[m,.[?12I.[?25h.0A.[?25I.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m' ase_stat_total".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"525".[24G.[39m.(B.[m.[?12.[?25h.0A.[?25.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"dex_entry".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"The plant blooms when it is absorbing solar energy. It stays
.[39m.(B.[0;7m>.[2;24H.(B.[m.[?12.[?25h.0A.[?25I.7.[2;21r.8




..M.[1;24r.[2;5H.(B.[0;1m.[33m"form".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"628a0589ae7dd8dd4a5b5c92".[39m.(B.[m,.[2;24H.[?121.[225h.0A [?25I.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"evolution_method".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"628a0639ae7dd8dd4a5b5c96".[39m.(B.[m,.[2;24H.0A.[?12].[725h.0A.[?251.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"stage".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"3".[39m.(B.[m,.[?12].[?25h.OA.[?25].7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"colours".(B.[0m.[32m:.[39m.(B.[m .[32m[{.[39m.(B.[m .(B.[0;1m.[33m"colour_id".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"628a03d8ae7dd8dd4a5b5c7c".[39m.(B.[m .[32m}.[39m.(B.[m, .[32m{.[39m.(B.[m .(B.[0;1m.[33m"colour_id".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"62.[39m.(B.[0;7m>.[2;24H.(B.[m.[?12I.[?25h.OA.[?25I.7.[2;21r.8

..M.[1;24r.[2;5H.(B.[0;1m.[33m"types".(B.[0m.[32m:.[39m.(B.[m .[32m[{.[39m.(B.[m .(B.[0;1m.[33m"type_id".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"628920910747fb84fa421611".[39m.(B.[m .[32m}.[39m.(B.[m, .[32m{.(B.[0;1m.[33m"type_id".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"6289212€0.[39m.(B.[0;7m>.[2;24H.(B.[m.[?12].[?25h.OA.[?25].7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"pokemon_name".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"Venusaur".[39m.(B.[m,.[2;24H.[?12].[?25h. OA.[?25.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"dex_number".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"3".[39m.(B.[m,.[?12].[?25h.OA.[?25I.7.[2;21r.8
..M.[1;24r.[2;3H.[32m{.[39m.(B.[m.[?12I.[225h.0A.[225].7.[2;21r.8

..M.[1;24r.[2;3H.[32m}.[39m.(B.[m,.[?12].[?25h.0A.[?25.7.[2;21r.8

..M.[1;24r.[2;5H.(B.[0;1m.[33m"base_stat_total".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"405".[24G.[39m.(B.[m.[?12].[?25h.OA.[?25].7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"dex_entry".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"When the bulb on its back grows large, it appears to lose
the.[39m.(B.[0;7m>.[2;24H.(B.[m.[?121.[?225h.0A.[?25.7.[2;21r.8

..M.[1;24r.[2;5H.(B.[0;1m.[33m"form".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"628a0589ae7dd8dd4a5b5c92".[39m.(B.[m,.[2;24H.[?12].[?25h.OA.[?25].7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"evolution_method".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"628a063%ae7dd8dd4a5b5c96".[39m.(B.[m,.[42m
..[22d.[49m.(B.[m.[K.[2;24H.[?12I.[225h.0A.[725].7.[2;21r.8

..M.[1;24r.[2;5H.(B.[0;1m.[33m"stage".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"2".[39m.(B.[m,.[?12].[?25h.OA.[?25I.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"colours".(B.[0m.[32m:.[39m.(B.[m .[32m[{.[39m.(B.[m .(B.[0;1m.[33m"colour_id".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"628a03d8ae 7dd8dd4a5b5c7c".[39m.(B.[m .[32m}.[39m.(B.[m, .[32m{.[39m.(B.[m .(B.[0;1m.[33m"colour_id".(B.[0Om.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"62.[39m.(B.[0;7m>.[2;24H.(B.[m.[?12].[225h.0A.[?25I.7.[2;21r.8

..M.[1;24r.[2;5H.(B.[0;1m.[33m"types".(B.[0m.[32m:.[39m.(B.[m .[32m[{.(B.[0;1m.[33m"type_id".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"628920910747fb84fa421611".[39m.(B.[m .[32m}.[39m.(B.[m, .[32m{.(B.[0;1m.[33m"type_id".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"6289212e07.[39m.(B.[0;7m>.[2;24H.(B.[m.[?12].[?25h.0A.[?25.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"pokemon_name".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"lvysaur".[39m.(B.[m,.[24G.[?12I.[?25h.OA.[?25I.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"dex_number".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"2".[39m.(B.[m,.[?12].[?25h.OA.[?25].7.[2;21r.8
..M.[1;24r.[2;3H.[32m{.[39m.(B.[m.[?12I.[?25h.OA.[?25I.7.[2;21r.8

..M.[1;24r.[2;3H.[32m}.[39m.(B.[m,.[?12].[?25h.0A.[?25.7.[2;21r.8

..M.[1;24r.[2;5H.(B.[0;1m.[33m"base_stat_total".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"318".[24G.[39m.(B.[m.[?12I.[?25h.OA.[?25I.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"dex_entry".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"A strange seed was planted on its back at birth. The plant
sp.[39m.(B.[0;7m>.[2;24H.(B.[m.[?12I.[?25h.0A.[?25I.7.[2;21r.8

..M.[1;24r.[2;5H.(B.[0;1m.[33m"form".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"628a0589ae7dd8dd4a5b5c92".[39m.(B.[m,.[2;24H.[?12].[?25h.OA.[?25].7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"evolution_method".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"62b1702d1500f67735a6f2b2".[39m.(B.[m,.[2;24H.[?12].[225h.0A.[?25I.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"stage".(B.[0Om.[32m:.[39m.(B.[m .(B.[0;1m.[33m"1".[39m.(B.[m,.[?12I.[?25h.OA.[?25I.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"colours".(B.[0m.[32m:.[39m.(B.[m .[32m[{.[39m.(B.[m .(B.[0;1m.[33m"colour_id".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"628a03d8ae7dd8dd4a5b5c7c".[39m.(B.[m .[32m}.[39m.(B.[m, .[32m{.[39m.(B.[m .(B.[0;1m.[33m"colour_id".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"62.[39m.(B.[0;7m>.[2;24H.(B.[m.[?12].[225h.0A.[?25I.7.[2;21r.8

..M.[1;24r.[2;5H.(B.[0;1m.[33m"types".(B.[0m.[32m:.[39m.(B.[m .[32m[{.[39m.(B.[m .(B.[0;1m.[33m"type_id".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"628920910747fh84fa421611".[39m.(B.[m .[32m}.[39m.(B.[m, .[32m{.(B.[0;1m.[33m"type_id".(B.[Om.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"6289212€0.[39m.(B.[0;7m>.[2;24H.(B.[m.[?12].[225h.0A.[2251.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"pokemon_name".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"Bulbasaur".[39m.(B.[m,.[2;24H.[?12I.[?25h.OA.[?25I.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"dex_number".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"1".[39m.(B.[m,.[?12I.[?25h.0A.[?25|.7.[2;21r.8
..M.[1;24r.[2;3H.[32m{.[39m.(B.[m.[?12I.[?25h.OA.[?25I.7.[2;21r.8

..M.[1;24r.[2;1H.(B.[0;1m.[34mecho.[39m.(B.[m ".[32m[.[39m.(B.[m.[?12].[?25h.OA.[?25I.7.[2;21r.8
..M.[1;24r.[2;1H.[?121.[725h.0A.[?25I.7.[2;21r.8.M.[1;24r.[2;1H.[36m#!/bin
bash.[39m.(B.[m.[?121.[?25h.0A.[?25].[?12I.[?25h.OA.[?25I.[?12].[?25h.OA.[?25].[?121.[725h.OA.[?251.[?12I.[?25h.OA.[ ?25I.[?12].[725h.0A.[?25].[?12I.[?25h.0A.[?2
51.[?12.[?25h.0A.[?25I.[?121.[?25h.0A.[?251.[?12].[?25h.0A.[?251.[?12I.[?25h.OA.[?25I.[?12].[?25h.0A.[?25.[?12].[225h.0A.[?25I.[?121.[225h.[ ?25].[?12I.[?25h.OD.[
2251..[2121.[225h.0D.[?25..[2121.[725h.0D.[?251..[?12I.[?25h.0D.[?251..[?121.[225h..[?25..[36mbash.[39m.(B.[m.[K.....[212].[225h/.[225].[36m/bash.....[39m.(B.[m.[?1
21.[225h..[225I

..[22d.(B.[0;7mSave modified buffer? .[23;1H Y.(B.[m Yes.[K

..[24d.(B.[0;7m N.(B.[m No .[14G .(B.[0;7m"C.(B.[m Cancel.[K.[22;23H.[?12].[?25hy.[?25I

..[23d.(B.[0;7m"G.(B.[m Get Help.[23;21H.(B.[0;7mM-D.(B.[m DOS Format.[41G.(B.[0;7mM-A.(B.[m Append.[23;61H.(B.[0;7mM-B.(B.[m Backup File
..[24d.(B.[0;7m"C.(B.[m Cancel.[17G .(B.[0;7mM-M.(B.[m Mac Format.[41G.(B.[0;7mM-P.(B.[m Prepend.[24;61H.(B.[0;7m"T.(B.[m To Files
..[22d.(B.[0;7mFile Name to Write: script.sh

..(B.[m.[22;30H.[?121.[?25h

[?25] .[1K .(B.[0;7m[ Writing... ].(B.[m.[K.[1;71H.(B.[0;7m .(B.[m.[22;32H.(B.[0;7m[ Wrote 47 lines ].(B.[m
..[3.[24d.[2121.[225h.[24;1H.[?10491.[23;0;0t

..[?11.>.[?20041.]0;vpcl@vpcl: ~.vpcl@vpcl:~$ cchhmmoodddd uu...[K...[K...[K uu++xx sscecrr ipt.sh

chmod: changing permissions of 'script.sh': Operation not permitted
.J0;vpcl@vpcl: ~.vpcl@vpcl:~$ .[Achmod u+x script.sh [1~.................... s.[1@su.[l@ud.[1@do.[1@0 .[1@

.J0;vpcl@vpcl: ~.vpcl@vpcl:~$ cclleeaarr
.[H.[2].[3J.]0;vpcl@vpcl: ~.vpcl@vpcl:~$ bbaasshh ssccrriipptt..sshh
.J0;vpcl@vpcl: ~.vpcl@vpcl:~$ Il

total 40
drwxr-xr-x 4 vpcl vpcl 4096 Sep 7 13:43 .[0m.[01;34m..[Om/
drwxr-xr-x 3 root root 4096 Aug 24 12:52 .[01;34m...[Om/
-rw------- 1 vpcl vpcl 3939 Sep 7 08:36 .bash_history
-rw-r--r-- 1 vpcl vpcl 220 Feb 25 2020 .bash_logout
-rw-r--r-- 1 vpcl vpcl 3771 Feb 25 2020 .bashrc
drwx------ 2 vpcl vpcl 4096 Aug 24 12:52 .[01;34m.cache.[Om/
-rw-r--r-- 1 vpcl vpcl 807 Feb 25 2020 .profile
-rwxr--r-- 1 root root 2096 Sep 7 13:43 .[01;32mscript.sh.[0m*

2 vpcl vpel 4096 Aug 24 12:53 .[01;34m.ssh.[Om/
-rw-r--r-- 1 vpcl vpcl 0 Aug 24 14:36 .sudo_as_admin_successful
-rw-rw-r-- 1 vpcl vpcl 1870 Sep 7 13:43 TelnetData.txt
.J0;vpcl@vpcl: ~.vpcl@vpcl:~$ ccaatt TTeell netData.txt

[
{

dex_number: 1,
pokemon_name: Bulbasaur,
types: [{ type_id: 628920910747fb84fa421611 }, {type_id: 6289212e0747fb84fa421614}],
colours: [{ colour_id: 628a03d8ae7dd8dd4a5b5c7c }, { colour_id: 628a03a3ae7dd8dd4a5b5c79 }],
stage: 1,
evolution_method: 62b1702d1500f67735a6f2b2,
form: 628a0589ae7dd8dd4a5b5¢92,
dex_entry: A strange seed was planted on its back at birth. The plant sprouts and grows with this POK..MON.,
base_stat_total: 318




dex_number: 2,
pokemon_name: Ivysaur,
types: [{type_id: 628920910747fb84fa421611 }, {type_id: 6289212e0747fb84fa421614}],
colours: [{ colour_id: 628a03d8ae7dd8dd4a5b5c7c }, { colour_id: 628a03c8ae7dd8dd4a5b5c7a }],
stage: 2,
evolution_method: 628a0639ae7dd8dd4a5b5c96,
form: 628a0589ae7dd8dd4a5b5¢92,
dex_entry: When the bulb on its back grows large, it appears to lose the ability to stand on its hind legs.,
base_stat_total: 405
h

dex_number: 3,

pokemon_name: Venusaur,

types: [{ type_id: 628920910747fb84fa421611 }, {type_id: 6289212e0747fb84fa421614}],

colours: [{ colour_id: 628a03d8ae7dd8dd4a5b5c7c }, { colour_id: 628a03c8ae7dd8dd4a5b5c7a }],
stage: 3,

evolution_method: 628a0639ae7dd8dd4a5b5c96,

form: 628a0589ae7dd8dd4a5b5c92,

dex_entry: The plant blooms when it is absorbing solar energy. It stays on the move to seek sunlight.,
base_stat_total: 525
h

pokemon_name: Charmander,
types: [{ type_id: 62891fce0747fb84fa42160d }],
colours: [{ col id: 628a0424ae7dd8dd4a5b5c84 }, { colour_id: 628a03d0ae7dd8dd4a5b5c7b },
dex_entry: Obviously prefers hot places. When it rains, steam is said to spout from the tip of its tail.,
evolution_method: 62b1702d1500f67735a6f2b2,
form: 628a0589ae7dd8dd4a5b5¢92,
stage: 1,
base_stat_total: 309,
dex_number: 4
}
.J0;vpcl@vpcl: ~.vpcl@vpcl:~$ eehh...[Kcchhoo "AAlll ddaattaa ssaa...[K...[Kwwaass cclleeaarrllyy sshh...[K...[Kvvuuss...[K...[Kiissiibbllee ttrroouugghh
TTeellnnnneett...[K...[K...[Keett™

All data was clearly visible trough Telnet
.J0;vpcl@vpcl: ~.vpcl@vpcl:~$

Podatci slani od strane ra¢unala u mrezi 10.20.10.0/24

echo "This part is being rec..[K..[K..[Kcaptured using Wiir..[K..[Kreshark"
This part is being captured using Wireshark
.J0;vpcl@vpcl: ~.vpcl@vpcl:~$ sudo nano script,sh..[K..[K..[K.sh
.[?2004h.[?1049h.[22;0;0t.[1;24r.(B.[m.[4].[?7h.[39;49m.[?1h. 1h.=.[?251.[39;49m.(B.[m.[H.[2J.[22;35H.(B.[0;7m[ New File ].(B.[m.[H.(B.[0;7m GNU nano 4.8
script.sh .[1;79H.(B.[m
..[23d.(B.[0;7m"G.(B.[m Get Help .(B.[0;7m"O.(B.[m Write Out .(B.[0;7m”"W.(B.[m Where Is .(B.[0;7m"K.(B.[m Cut Text .(B.[0;7m"J.(B.[m Justify
.(B.[0;7m~C.(B.[m Cur Pos
..[24d.(B.[0;7m"X.(B.[m Exit.[14G.(B.[0;7m"R.(B.[m Read File .(B.[0;7m"\.(B.[m Replace .(B.[0;7m"U.(B.[m Paste Text.(B.[0;7m"T.(B.[m To Spell
.(B.[0;7m”_.(B.[m Go To Line
..[22d.[2d.[39;49m.(B.[m.[?12I.[?25h.[?25].[22d.[K.[1;71H.(B.[0;7mModified.(B.[m.[2;3H.[32m{.[3;5H.(B.[0;1m.[33m"pokemon_name".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[833m"Charmander".[39m.(B.[m,.[4;5H.(B.[0;1m.[33m"types".(B.[0m.[32m:.[39m.(B.[m .[32m[{.[39m.(B.[m .(B.[0;1m.[33m"type_id".(B.[0Om.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"62891fce0747fb84fa42160d".[39m.(B.[m .[32m}].[39m.(B.[m,.[5;5H.(B.[0;1m.[33m"colours".(B.[0m.[32m:.[39m.(B.[m .[32m[{.[39m.(B.[m
.(B.[0;1m.[33m"colour_id".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"628a0424ae7dd8dd4a5b5c84".[39m.(B.[m .[32m}.[39m.(B.[m, .[32m{.[39m.(B.[m
5 m.[33m"colour_id".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"62.[39m.(B.[0;7m>.[6;5H.(B.[0;1m.[33m"dex_entry".(B.[0m.[32m:.[39m.(B.[m
.[0;2m.[33m"Obviously prefers hot places. When it rains, steam is said t0.[39m.(B.[0;7m>.[7;5H.(B.[0;1m.[33m"evolution_method".(B.[0m.[32m:.[39m.(B.[m
(B [0;1m.[33m"62b1702d1500f67735a6f2b2".[39m.(B.[m,.[8;5H.(B.[0;1m.[33m"form".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"628a0589ae7dd8dd4a5b5c92".[39m.(B.[m,.[9;5H.(B.[0;1m.[33m"stage".(B.[0m.[32m:.[39m.(B.[m
.(B. m.[33m"1".[39m.(B.[m,.[10;5H.(B.[0;1m.[33m"base_stat_total".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"309".[39m.(B.[m,.[11;5H.(B.[0;1m.[33m"dex_number".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"4".[12;3H.(B.[0m.[32m}.[39m.(B.[m,"
.[32m>>.[39m.(B.[m TelnetData.txt.[?12.[?25h.[?25|
..[22d.(B.[0;7mSave modified buffer? .[23;1H Y.(B.[m Yes.[K
..[24d.(B.[0;7m N.(B.[m No .[14G .(B.[0;7m"C.(B.[m Cancel.[K.[22;23H.[?12].[?25h.[?25I.[22;33H.[1K .(B.[0;7m[ Cancelled ].(B.[m.[K
..[23d.(B.[0;7m"G.(B.[m Get Help .(B.[0;7m"O.(B.[m Write Out .(B.[0;7m"W.(B.[m Where Is .(B.[0;7m"K.(B.[m Cut Text .(B.[0;7m"J.(B.[m Justify
.(B.[0;7m~C.(B.[m Cur Pos
..[24d.(B.[0;7m"X.(B.[m Exit.[14G.(B.[0;7m”R.(B.[m Read File .(B.[0;7m"\.(B.[m Replace .(B.[0;7m"U.(B.[m Paste Text.(B.[0;7m"T.(B.[m To Spell
.(B.[0;7m”_.(B.[m Go To Line
..[22d.[12;24H.[?121.[225h.[?251.[A...[2121.[225h.[225I.[10;24H.[?121.[?25h.[?25.[9;18H.[?12.[225h.[?25I.[8;24H.[?121.[?25h.[ 225].[A.[212].[225h.[225I.[A.[212].[225h.
?251.[A.[?121.[225h.[?725].[A.[?121.[225h.[225I.[A.[?12].[225h.[?25].[2;4H.[?12I.[?25h.[?25].7.[2;21r.8
..M.[1;24r.[2;3H.[32m}.[39m.(B.[m,.[?12].[?25h.[?25].7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"base_stat_total".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"525".[24G.[39m.(B.[m.[?12.[225h.[?25I.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"dex_entry".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"The plant blooms when it is absorbing solar energy. It stays
.[39m.(B.[0;7m>.[2;24H.(B.[m.[?12.[?25h.[?25].7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"form".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"628a0589ae7dd8dd4a5b5c92".[39m.(B.[m,.[2;24H.[?12].[?25h.[?25I.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"evolution_method".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"628a0639ae7dd8dd4a5b5¢96".[39m.(B.[m,.[2;24H.[?12I.[?25h.[?251.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"stage".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"3".[39m.(B.[m,.[?12I.[?25h.[?25I.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"colours".(B.[0m.[32m:.[39m.(B.[m .[32m[{.[39m.(B.[m .(B.[0;1m.[33m"colour_id".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"628a03d8ae7dd8dd4a5b5c7c".[39m.(B.[m .[32m}.[39m.(B.[m, .[32m{.[39m.(B.[m .(B.[0;1m.[33m"colour_id".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;2m.[33m"62.[39m.(B.[0;7m>.[2;24H.(B.[m.[?12I.[?25h.[?25I.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"types".(B.[0m.[32m:.[39m.(B.[m .[32m[{.[39m.(B.[m .(B.[0;1m.[33m"type_id".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"628920910747fb84fa421611".[39m.(B.[m .[32m}.[39m.(B.[m, .[32m{.(B.[0;1m.[33m"type_id".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"6289212€0.[39m. (B.[0;7m>.[2;24H.(B.[m.[?12].[725h.[?25.7.[2;21r.8




..M.[1;24r.[2;5H.(B.[0;1m.[33m"pokemon_name".(B.[0m.[32m:.[39m.(B.[m
(B ;Am.[33m"Venusaur".[39m.(B.[m,.[2;24H.[?12I.[?25h.[?25I.7.[2;21r.8
: .[2;5H.(B.[0;1m.[33m"dex_number".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33mr [39m.(B.[m,.[?12I.[?25h.[?25.7.[2;21r.8
M. [1;24r.[2;3H.[32m{.[39m.(B.[m.[?121.[?25h.[225].7.[2;21r.8
..M.[1;24r.[2;3H.[32m}.[39m. (B.[m,.[?121.[225h.[225].7.[2;21r.8
..M.[1;24!'.[2;5H.(B.[O;lm.[33m"baseistat7total".(B.[Om.[32m:.[39m.(B.[m .(B.[0;1m.[33m"405".[24G.[39m.(B.[m.[?12.[?25h.[?25I.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"dex_entry".(B.[0Om.[32m:.[39m.(B.[m .(B.[0;1m.[33m"When the bulb on its back grows large, it appears to lose
the.[39m.(B.[0;7m>.[2;24H.(B.[m.[?12.[?25h.[?25].7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"form".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"628a0589ae7dd8dd4a5b5c92".[39m.(B.[m,.[2;24H.[?12].[?25h.[?25].7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"evolution_method".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"628a0639ae7dd8dd4a5b5c96".[39m.(B.[m,.[42m
..[22d.[49m.(B.[m.[K.[2;24H.[?12].[?25h.[?25I.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"stage".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"2".[39m.(B.[m,.[?12].[?25h.[?25I.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"colours".(B.[0m.[32m:.[39m.(B.[m .[32m[{.[39m.(B.[m .(B.[0;1m.[33m"colour_id".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"628a03d8ae7dd8dd4a5b5c7c".[39m.(B.[m .[32m}.[39m.(B.[m, .[32m{.[39m.(B.[m .(B.[0;1m.[33m"colour_id".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"62.[39m.(B.[0;7m>.[2;24H.(B.[m.[?12I.[?25h.[?25.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"types".(B.[0m.[32m:.[39m.(B.[m .[32m[{.(B.[0;1m.[33m"type_id".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"628920910747fb84fa421611".[39m.(B.[m .[32m}.[39m.(B.[m, .[32m{.(B.[0;1m.[33m"type_id".(B.[0m.[32m:.[39m.(B.[m
.(B.[0;1m.[33m"6289212e07.[39m.(B.[0;7m>.[2;24H.(B.[m.[?12].[?25h.[?25].7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"pokemon_name".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"Ivysaur".[39m.(B.[m,.[24G.[?12].[?25h.[?25].7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"dex_number".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"2".[39m.(B.[m,.[?12].[?25h.[?25I.7.[2;21r.8
..M.[1;24r.[2;3H.[32m{.[39m. (B.[m.[?12I.[?25h.[?25I.7.[2;21r.8
..M.[1;24r.[2;3H.[32m}.[39m.(B.[m,.[?12].[?25h.[?25I.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"base_stat_total".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"318".[24G.[39m.(B.[m.[?121.[?25h.[?25I.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"dex_entry".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"A strange seed was planted on its back at birth. The plant
sp.[39m.(B.[0;7m>.[2;24H.(B.[m.[?12.[?25h.[?25I.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"form".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"628a0589ae7dd8dd4a5b5c92".[39m.(B.[m,.[2;24H.[?12].[?25h.[?25I.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"evolution_method".(B.[0m.[32m:.[39m.(B.[m
.( .[0;1m.[33m"62b1702d1500f67735a6f2b2".[39m.(B.[m,.[2;24H.[?121.[?25h.[?25].7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"stage".(B.[0Om.[32m:.[39m.(B.[m .(B.[0;1m.[33m"1".[39m.(B.[m,.[?12].[?25h.[?25I.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"colours".(B.[0m.[32m:.[39m.(B.[m .[32m[{.[39m.(B.[m .(B.[0;1m.[33m"colour_id".(B.[0m.[32m:.[39m.(B.[m
m.[33m"628a03d8ae7dd8dd4a5b5c7c".[39m.(B.[m .[32m}.[39m.(B.[m, .[32m{.[39m.(B.[m .(B.[0;1m.[33m"colour_id".(B.[0m.[32m:.[39m.(B.[m
.(B. m.[33m"62.[39m.(B.[0;7m>.[2;24H.(B.[m.[?12].[?25h.[?25I.7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"types".(B.[0m.[32m:.[39m.(B.[m .[32m[{.[39m.(B.[m .(B.[0;1m.[33m"type_id".(B.[0Om.[32m:.[39m.(B.[m
.(B.[O 1m.[33m"628920910747fb84fa421611".[39m.(B.[m .[32m}.[39m.(B.[m, .[32m{.(B.[0;1m.[33m"type_id".(B.[0m.[32m:.[39m.(B.[m
.[0;1m.[33m"6289212€0.[39m.(B.[0;7m>.[2;24H.(B.[m.[?12I.[?25h.[?25].7.[2;21r.8
M [1;24r.[2;5H.(B.[0;1m.[33m"pokemon_name".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"Bulbasaur".[39m.(B.[m,.[2;24H.[?12].[?25h.[?25].7.[2;21r.8
..M.[1;24r.[2;5H.(B.[0;1m.[33m"dex_number".(B.[0m.[32m:.[39m.(B.[m .(B.[0;1m.[33m"1".[39m.(B.[m,.[?12I.[?25h.[?25].7.[2;21r.8
..M.[l;24r.[2;3H.[32m [39m.(B.[m.[?12I.[?25h.[?25.7.[2;21r.8
..M.[1;24r.[2;1H.(B.[0;1m.[34mecho.[39m.(B.[m ".[32m[.[39m.(B.[m.[?12].[?25h.[?25I.7.[2;21r.8
.M.[1;24r.[2;1H.[?121.[?25h.[?25].7.[2;21r.8.M.[1;24r.[2; 1H.[36m#!/bin
bash.[39m.(B.[m.[?121.[?25h.[?25I.[?12.[?25h.[?25].[?12.[?25h.[?25].[?121.[?25h.[?25I.[?12].[?25h.[?25].[?12.[225h.[?25].[ ?12].[?25h.[?25].[?12I.[?25h.[?251.[?12I.[?
25h.[?251.[?121.[?25h.[?251.[?12I.[?25h.[?251.[?12].[?25h.[?25I.[?12].[?25h.[?25I.[?12].[225h.[?25].[?12.[?25h.[?25]..[?12].[?25h.[?25I..[212].[225h.[ ?25I..[?12].[ ?25h.[
?2251..[?121.[?25h.[?25I..[36mbash.[39m.(B.[m.[K.....[?12].[?25h.[?25].[36m/bash.....[39m.(B.[m.[?12].[225h.[?25I
..[22d.(B.[0;7mSave modified buffer? .[23;1H Y.(B.[m Yes.[K
..[24d.(B.[0;7m N.(B.[m No .[14G .(B.[0;7m"C.(B.[m Cancel.[K.[22;23H.[?12].[?25h.[?25|
..[23d.(B.[0;7m"G.(B.[m Get Help.[23;21H.(B.[0;7mM-D.(B.[m DOS Format.[41G.(B.[0;7mM-A.(B.[m Append.[23;61H.(B.[0;7mM-B.(B.[m Backup File
..[24d.(B.[0;7m~C.(B.[m Cancel.[17G .(B.[0;7mM-M.(B.[m Mac Format.[41G.(B.[0;7mM-P.(B.[m Prepend.[24;61H.(B.[0;7m"T.(B.[m To Files
..[22d.(B.[0;7mFile Name to Write: script.sh
.(B.[m.[22;30H.[?121.[?25h.[?25] .[1K .(B.[0;7m[ Writing... ].(B.[m.[K.[1;71H.(B.[0;7m .(B.[m.[22;32H.(B.[0;7m[ Wrote 47 lines ].(B.[m
..[3.[24d.[?121.[?25h.[24;1H.[?10491.[23;0;0t
..[?11.>.[?20041.]0;vpcl@vpcl: ~.vpcl@vpcl:~$ chmodd u..[K..[K..[K u+x script.sh
chmod: changing permissions of 'script.sh': Operation not permitted
.J0;vpcl@vpcl: ~.vpcl@vpcl:~$ chmod u+x script.sh .. [1@s.[1@u.[1@d.[1@0.[1@
.J0;vpcl@vpcl: ~.vpcl@vpcl:~$ clear
.[H.[23.[3].]0;vpcl@vpcl: ~.vpcl@vpcl:~$ bash script.sh
.JO;vpcl@vpcl: ~.vpcl@vpcl:~$ Il
total 40
drwxr-xr-x 4 vpcl vpcl 4096 Sep 7 13:43 .[0m.[01;34m..[Om/
drwxr-xr-x 3 root root 4096 Aug 24 12:52 .[01;34m...[0m/
- 1 vpcl vpel 3939 Sep 7 08:36 .bash_history
-1 vpel vpel 220 Feb 25 2020 .bash_logout
- 1 vpcl vpel 3771 Feb 25 2020 .bashrc
2 vpcl vpcel 4096 Aug 24 12:52 .[01;34m.cache.[0Om/
-rw-r--r-- 1 vpcl vpcl 807 Feb 25 2020 .profile
-rwxr--r-- 1 root root 2096 Sep 7 13:43 .[01;32mscript.sh.[0m*
-- 2 vpcl vpcl 4096 Aug 24 12:53 .[01;34m.ssh.[0m/
-rw-r--r-- 1 vpcl vpcl 0 Aug 24 14:36 .sudo_as_admin_successful
-rw-rw-r-- 1 vpcl vpcl 1870 Sep 7 13:43 TelnetData.txt
10;vpcl@vpcl: ~.vpcl@vpcl:~$ cat TelnetData.txt

dex_number: 1,

pokemon_name: Bulbasaur,

types: [{ type_id: 628920910747fb84fa421611 }, {type_id: 6289212e0747fb84fa421614}],

colours: [{ colour_id: 628a03d8ae7dd8dd4a5b5c7c }, { colour_id: 628a03a3ae7dd8dd4a5b5c79 },
stage: 1,

evolution_method: 62b1702d1500f67735a6f2b2,

form: 628a0589ae7dd8dd4a5b5¢92,




dex_entry: A strange seed was planted on its back at birth. The plant sprouts and grows with this POK..MON.,
base_stat_total: 318
h
{
dex_number: 2,
pokemon_name: Ivysaur,
types: [{type_id: 628920910747fh84fa421611 }, {type_id: 6289212e0747fb84fa421614}],
colours: [{ colour_id: 628a03d8ae7dd8dd4a5b5c7c }, { colour_id: 628a03c8ae7dd8dd4a5b5c7a }],
stage: 2,
evolution_method: 628a0639ae7dd8dd4a5b5c96,
form: 628a0589ae7dd8dd4a5b5c92,
dex_entry: When the bulb on its back grows large, it appears to lose the ability to stand on its hind legs.,
base_stat_total: 405

dex_number: 3,
pokemon_name: Venusaur,
types: [{ type_id: 628920910747fb84fa421611 }, {type_id: 6289212e0747fb84fa421614}],
colours: [{ colour_id: 628a03d8ae7dd8dd4a5b5c7c }, { colour_id: 628a03c8ae7dd8dd4a5b5c7a }],
stage: 3,
evolution_method: 628a0639ae7dd8dd4a5b5c96,
form: 628a0589ae7dd8dd4a5b5c92,
dex_entry: The plant blooms when it is absorbing solar energy. It stays on the move to seek sunlight.,
base_stat_total: 525
h
{
pokemon_name: Charmander,
types: [{ type_id: 62891fce0747fb84fa42160d }],
colours: [{ colour_id: 628a0424ae7dd8dd4a5b5c84 }, { colour_id: 628a03d0ae7dd8dd4a5b5c7b },
dex_entry: Obviously prefers hot places. When it rains, steam is said to spout from the tip of its tail.,
evolution_method: 62b1702d1500f67735a6f2b2,
form: 628a0589ae7dd8dd4a5b5¢92,
stage: 1,
base_stat_total: 309,
dex_number: 4

h
.J0;vpcl@vpcel: ~.vpcl@vpcl:~$ eh..[Kcho "All data sa..[K..[Kwas clearly sh..[K..[Kvus..[K..[Kisible trough Telnnet..[K..[K..[Ket"
All data was clearly visible trough Telnet
.J0;vpcl@vpcl: ~.vpcl@vpcl:~$

Podatci slani od strane racunala sa vanjske mreze

echo "This part is being rec...captured using Wiir..reshark"
sudo nano script,sh....sh
.[200~#!/bin bash

:echo "I

"dex_number": "1",

"pokemon_name": "Bulbasaur",

"types”: [{ "type_id": "628920910747fb84fa421611" }, {"type_id": "6289212e0747fb84fa421614"}],

"colours": [{ "colour_id": "628a03d8ae7dd8dd4a5b5c7c" }, { "colour_id": "628a03a3ae7dd8dd4a5b5c79" }],
"stage": "1",

“"evolution_method": "62b1702d1500f67735a6f2b2",

"form": "628a0589ae7dd8dd4a5b5¢c92",

"dex_entry": "A strange seed was planted on its back at birth. The plant sprouts and grows with this POK..MON.",
"base_stat_total": "318"

"dex_number": "2",

"pokemon_name": "lvysaur",

“types": [{"type_id": "628920910747fb84fa421611" }, {"type_id": "6289212e0747fb84fa421614"}],

"colours": [{ "colour_id": "628a03d8ae7dd8dd4a5b5c7c" }, { "colour_id": "628a03c8ae7dd8dd4a5h5c7a" }],
"stage": "2",

“"evolution_method": "628a0639ae7dd8dd4a5b5c96",

“form": "628a0589ae7dd8dd4a5b5c92",

"dex_entry": "When the bulb on its back grows large, it appears to lose the ability to stand on its hind legs.",
"base_stat_total": "405"

"dex_number": "3",
"pokemon_name": "Venusaur",
"types": [{ "type_id": "628920910747fb84fa421611" }, {"type_id": "6289212e0747fb84fa421614"}],

“form": "628a0589ae7dd8dd4a5b5c92",
"dex_entry": "The plant blooms when it is absorbing solar energy. It stays on the move to seek sunlight.”,
"base_stat_total": "525"

"pokemon_name": "Charmander”,

"types": [{ "type_id": "62891fce0747fb84fa42160d" }],

“"colours": [{ "colour_id": "628a0424ae7dd8dd4a5b5c84" }, { "colour_id": "628a03d0ae7dd8dd4a5b5c7b" }],
"dex_entry": "Obviously prefers hot places. When it rains, steam is said to spout from the tip of its tail.",
"evolution_method": "62b1702d1500f67735a6f2b2",

"form": "628a0589ae7dd8dd4a5b5¢c92",




"base_stat_total": "309",

"dex_number": "4"

S>>
TelnetData.txt.[201~...0A.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.
OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.OA.0A.OA.OA.OA.OA.OA.OA.OA.OA.0OD.OD.OD.OD.l.y
chmodd u... u+x scr
.[A.[1~sudo
clear
bash script.sh
1
cat Tel
eh.cho "All data sa..was clearly sh..vus..isible trough Telnnet...et"

SSH komunikacija

SSH-2.0-PuTTY_Release_0.76
SSH-2.0- OpenSSH_SAZpl Ubuntu-4ubuntu0.5
....... I[....I9 ;curve448-sha512,curve25519-sha256,curve25519-sha256 @libssh.org,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521, diffie-
hellman- group exchange-sha256,diffie-hellman-group-exchange-shal,diffie-hellman-group14-sha256,diffie-hellman-group14-shal,rsa2048-sha256,rsa1024-
sha1,diffie-hellman-group1-shal,ext-info-c...{ssh-ed25519,ssh-ed448,ecdsa-sha2-nistp256,ecdsa-sha2-nistp384,ecdsa-sha2-nistp521,rsa-sha2-512,rsa-sha2-
256,ssh-rsa,ssh-dss....aes256-ctr,aes256-chc,rijndael-cbc@lysator.liu.se,aes192-ctr,aes192-cbc,aes128-ctr,aes128-cbc,chacha20-
poly1305@openssh.com,blowfish-ctr,blowfish-cbc,3des-ctr,3des-cbc,arcfour256,arcfour128....aes256-ctr,aes256-cbc,rijndael-cbc@lysator.liu.se,aes192-ctr,aes192-
chc,aes128-ctr,aes128-cbc,chacha20-poly1305@openssh.com,blowfish-ctr,blowfish-cbc,3des-ctr,3des-cbc,arcfour256,arcfour128....hmac-sha2-256,hmac-
shal,hmac-shal-96,hmac-md5,hmac-sha2-256-etm@openssh.com,hmac-shal-etm@openssh.com,hmac-shal-96-etm@openssh.com,hmac-md5-
etm@openssh.com....hmac-sha2-256,hmac-shal,hmac-shal-96,hmac-md5,hmac-sha2-256-etm@openssh.com,hmac- shal -etm@openssh.com,hmac-shal-96-
etm@openssh.com,hmac-md5-etm@openssh.com....none,zlib,zlib@openssh.com....none, zlib,zlib@openssh.com
\W...0AL."Q.7...J....curve25519-sha256,curve25519-sha256 @libssh.org,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-: sha2 nistp521,diffie-hellman-group-
exchange-sha256,diffie-hellman-group16-sha512,diffie-hellman-group18-sha512,diffie-hellman-group14-sha256...Arsa-sha2-512,rsa-sha2-256,ssh-rsa,ecdsa-sha2-
nistp256,ssh-ed25519...Ichacha20-poly1305@openssh.com,aes128-ctr,aes192-ctr,aes256-ctr,aes128-gcm@openssh.com,aes256-
gcm@openssh.com...Ichacha20-poly1305@openssh.com,aes128-ctr,aes192-ctr,aes256-ctr,aes128-gcm@openssh.com,aes256-gcm@openssh.com....umac-64-
etm@openssh.com,umac-128-etm@openssh.com,hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.com,hmac-shal-etm@openssh.com,umac-
64@openssh.com,umac-128@openssh.com,hmac-sha2-256,hmac-sha2-512,hmac-shal....umac-64-etm@openssh.com,umac-128-etm@openssh.com,hmac-sha2-
256-etm@openssh.com,hmac-sha2-512-etm@openssh.com,hmac-shal-etm@openssh.com,umac-64@openssh.com,umac-128@openssh.com,hmac-sha2-
256,hmac-sha2-512,hmac-shal....none,zlib@openssh.com....none,zlib@openssh.com.............c..ccccceeue SR ‘(yl=..V.oik...G....... nANU........... 3....ssh-ed25519...
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SFTP komunikacija

SSH-2.0-OpenSSH_8.2p1 Ubuntu-4ubuntu0.5

SSH-2.0-WinSCP_release_5.21.2

...... N..}94........q...;curve448-sha512,curve25519-sha256,curve25519-sha256 @libssh.org,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521, diffie-
hellman-group-exchange-sha256,diffie-hellman-group-exchange-shal,diffie-hellman-group14-sha256,diffie-hellman-group14-shal,rsa2048-sha256,rsa1024-
sha1l,diffie-hellman-group1-shal,ext-info-c...{ssh-ed25519,ssh-ed448,ecdsa-sha2-nistp256,ecdsa-sha2-nistp384,ecdsa-sha2-nistp521,rsa-sha2-512,rsa-sha2-
256,ssh-rsa,ssh-dss....aes256-ctr,aes256-cbc,rijndael-cbc@lysator.liu.se,aes192-ctr,aes192-chc,aes128-ctr,aes128-cbc,chacha20-
poly1305@openssh.com,blowfish-ctr,blowfish-cbc,3des-ctr,3des-cbc,arcfour256,arcfour128....aes256-ctr,aes256-chc,rijndael-cbc@lysator.liu.se,aes192-ctr,aes192-
cbc,aes128-ctr,aes128-cbc,chacha20-poly1305@openssh.com,blowfish-ctr,blowfish-cbc,3des-ctr,3des-cbc,arcfour256,arcfour128....hmac-sha2-256,hmac-
shal,hmac-shal-96,hmac-md5,hmac-sha2-256-etm@openssh.com,hmac-shal-etm@openssh.com,hmac-shal-96-etm@openssh.com,hmac-md5-
etm@openssh.com....hmac-sha2-256,hmac-shal,hmac-shal-96,hmac-md5,hmac-sha2-256-etm@openssh.com,hmac-shal-etm@openssh.com,hmac-shal-96-
etm@openssh com,hmac-md5-etm@openssh.com....none,zlib,zlib@openssh.com....none,zlib,zlib@openssh.com.............. |.E..8e..B...
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sha256 diffie-hellman-group16-sha512,diffie-hellman-group18-sha512,diffie-hellman-group14-sha256...Arsa-sha2-512,rsa-sha2-256,ssh-rsa,ecdsa-sha2-
nistp256,ssh-ed25519...Ichacha20-poly1305@openssh.com,aes128-ctr,aes192-ctr,aes256-ctr,aes128-gcm@openssh.com,aes256-
gcm@openssh.com...Ichacha20-poly1305@openssh.com,aes128-ctr,aes192-ctr,aes256-ctr,aes128-gcm@openssh.com,aes256-gcm@openssh.com....umac-64-
etm@openssh.com,umac-128-etm@openssh.com,hmac-sha2-256-etm@openssh.com,hmac-sha2-512-etm@openssh.com,hmac-shal-etm@openssh.com,umac-
64@openssh.com,umac-128@openssh.com,hmac-sha2-256,hmac-sha2-512,hmac-shal....umac-64-etm@openssh.com,umac-128-etm@openssh.com,hmac-sha2-
256-etm@openssh.com,hmac-sha2-512-etm@openssh.com,hmac-shal-etm@openssh. com,umac»64@openssh com,umac-128@openssh.com,hmac-sha2-
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Dodatak 2

U ovom dijelu prikazana je cijela snimka komunikacije na mrezi zasticenoj
Uncomplicated Firewallom koristenjem Telnet protokola. Kako snimka komunikacije
ne bi zauzimala viSe stranica, snimka ¢e imati smanjenu veli€inu slova.

.......... s b B P e, .38400,38400...
vpcl login: vwppcell

Password: vpc123
Welcome to Ubuntu 20.04.4 LTS (GNU/Linux 5.4.0-125-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management:  https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Thu 8 Sep 11:08:26 UTC 2022

System load: 0.0 Processes: 102

Usage of /1 26.4% of 18.78GB Users logged in: 1

Memory usage: 10% IPv4 address for enp0s3: 10.20.10.5
Swap usage: 0%

18 updates can be applied immediately.
To see these additional updates run: apt list --upgradable

Failed to connect to https://changelogs.ubuntu.com/meta-release-lts. Check your Internet connection or proxy settings

Last login: Thu Sep 8 11:07:27 UTC 2022 on pts/0

.J0;vpcl@vpcl: ~.vpcl@vpcl:~$ ""WWeecc...[K...[K...[K...[Keecchhoo...[K...[K...[K...[K eecchhoo WW™..[K...[K""WWee ccaann sseeee tthhaatt
TTeellnneett rr...[Kccoonnnneeccttss ttoo tthhee vvppccll rreeggaarrddlleessss ooff ffiirr

.eewwaallll oonn tthhee rroouutteerr™

We can see that Telnet connects to the vpcl regardless of firewall on the router
.J0;vpcl@vpcl: ~.vpcl@vpcl:~$ ccaatt

.bash_history .profile

.bash_logout script.sh

.bashrc .ssh/

.cache/ .sudo_as_admin_successful

Files-sending.txt TelnetData.txt

.J0;vpcl@vpcl: ~.vpcl@vpcl:~$ cat TTee;;...[Kll netData.txt

[

dex_number: 1,

pokemon_name: Bulbasaur,

types: [{ type_id: 628920910747fb84fa421611 }, {type_id: 6289212e0747fb84fa421614}],

colours: [{ colour_id: 628a03d8ae7dd8dd4a5b5c7c }, { colour_id: 628a03a3ae7dd8dd4a5b5¢79 }],
stage: 1,

evolution_method: 62b1702d1500f67735a6f2b2,

form: 628a0589ae7dd8dd4a5b5¢92,

dex_entry: A strange seed was planted on its back at birth. The plant sprouts and grows with this POK..MON.,
base_stat_total: 318

dex_number: 2,

pokemon_name: Ivysaur,

types: [{type_id: 628920910747fb84fa421611 }, {type_id: 6289212e0747th84fa421614}],

colours: [{ colour_id: 628a03d8ae7dd8dd4a5b5c7c }, { colour_id: 628a03c8ae7dd8dd4a5h5c7a }],
stage: 2,

evolution_method: 628a0639ae7dd8dd4a5h5c96,

form: 628a0589ae7dd8dd4a5b5c92,

dex_entry: When the bulb on its back grows large, it appears to lose the ability to stand on its hind legs.,
base_stat_total: 405

dex_number: 3,
pokemon_name: Venusaur,
types: [{ type_id: 628920910747fh84fa421611 }, {type_id: 6289212e0747fb84fa421614}],




colours: [{ colour_id: 628a03d8ae7dd8dd4a5b5c7c }, { colour_id: 628a03c8ae7dd8dd4a5b5c7a }],
stage: 3,
evolution_method: 628a0639ae7dd8dd4a5b5c96,
form: 628a0589ae7dd8dd4a5b5¢92,
dex_entry: The plant blooms when it is absorbing solar energy. It stays on the move to seek sunlight.,
base_stat_total: 525

h

pokemon_name: Charmander,
types: [{ type_id: 62891fce0747fb84fa42160d }],

colours: [{ colour_id: 628a0424ae7dd8dd4a5h5c84 }, { colour_id: 628a03d0ae7dd8dd4as5b5c7b },
dex_entry: Obviously prefers hot places. When it rains, steam is said to spout from the tip of its tail.,
evolution_method: 62b1702d1500f67735a6f2b2,

form: 628a0589ae7dd8dd4a5b5¢92,

stage: 1,

base_stat_total: 309,

dex_number: 4

1@vpcl: ~.vpcl@vpcl:~$ eexxiitt

logout




Sazetak

Svrha ovog zavrSnog rada jest prikaz pokretanja mreze raCunala i analiza
zasticenosti mreze koriStenjem razliCitih metoda zaStite. U radu su prikazani alati i
naredbe potrebni za pokretanje virtualne mreze racunala, informacije koje se mogu
prikupiti prilikom pracenja prometa na raCunalnoj mrezi i nacCini zaustavljanja pracenja

prometa na mrezi.

Klju€ne rijeci: RaCunalna mreza, sigurnost raCunalne mreze, zastita raCunalne

mreze, virtualna mreza racunala, pra¢enje prometa na mrezi

Abstract

The point of this final thesis is to show the process of creating a computer
network and analisys of it's protection when using different methods of protection. This
thesis shows tools and commands needed for virtual computer network creation,
information which can be extracted when tracking traffic on a certain computer network

and ways of perventing data traffic tracking on a computer network.

Keywords: Computer network, computer network security, protecting a computer

network, virtual computer network, tracking network traffic



